
DEPARTMENT OF THE ARMY
UNITEIO STATES ARMY INTULIGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPL Y TO
A TTENTION OF:

October 3, 2001

Freedom of Information!
Privacv Office

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, New York 10024

Dear Mr. Young:

a. Your Freedom ofInformation Act (FOIA) request of March 29, 2001, for records
concerning various dossiers. Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply with the 20-day statutory time limit in processing your
request.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have located the enclosed records pertaining to American Embassy Moscow USSR,
zro 10164 W. We have completed a mandatory declassification review in accordance with
Executive Order 12958. As a result of this review, it has been determined that the information
no longer warrants security classification protection and is partially releasable to you. Fees for
processing this request are waived.

Since the release of some of the information deleted from the records would result in an
unwarranted invasion of the privacy rights of the individuals concerned, this infonnation is
exempt from the public disclosure pursuant to Title 5 U.S. Code 552 (b)(6) of the FOIA.
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The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeaL you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however. such closure does not preclude you
filing litigation in the courts.

During the processing of your request, information was disclosed which originated with other
government agencies. This office has no authority to release these records and they are being
referred, along with your request for appropriate action under the FOIA, and direct reply to you.

We regret the quality of some of the pages within the enclosure; however; these are the best
copies obtainable.

We are continuing to process your request for records regarding other titles you have
requested and will respond to you by separate correspondence when our action is complete.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case 740F-01.

Sincerely,

Russell A. Nichols
Chief, Freedom ofInformationl

Privacy Office

Enclosure
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
-,

rationale for the deletion of this page.

[] Information has been withheld in its entix:ety in~
accordance with the following exemption(s) :

It is not reasonable to segregate meaningful portions of the
recerd for release.

[~=I Information pertains solely
referenge tQ-:.you and/or the

<"~.~

to another individual with no
subje~t of your request.

C8J Information originated with another government agency_ It has
been referred to them for review and direct response to you.

LJ Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

- .
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1 Sep 93
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United States Department of State

Wasl/l'Il/i!OIl. f). C.

Case Control No. 20103999

Mr. John Young
Cryptome.org
251 W. 89th St., Suite 6E

New York, NY 10024

Dear Mr. Young:

I refer to your letter to the United States Army
Intelligence and Security Command dated March 29, 2001,
requesting the release of a number of documents under the
Freedom of Information Act (Title 5 USC Section 552). The
Intelligence and Security Command referred the attached two
State Department documents to us for our concurrence in
their release. We have reviewed both documents and have
determined that they may be released.
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l~rgatet P. Graf~ld

Director
Office of IRM Programs and Services
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Jr Introduction
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A/J0-r= _ . This re~ort surrmarize~ the ~xperiences of "n~ Emb~s~yO~fice\- I,lith
, ~Sovlet scc:unt,)' ag~nts dunng tnps to t~:cnty -'Ivlet cltles 1n 1970-1972.

1

:

1

I-- Iv It cxam5nes techr,iques employed, convenient m~ :,ods of detection and coping,
,:

'?. '-yand
regional differences noted throughout the :,:vtet Union, Experieoces

,1;/ of other Er..b<:ssy officers with different l'esp01',ibilities during this sane

'J _period will be different and often even contrajictory.. This paper does; ~',:: ';'not purport to present an authoritative overal! pictur"e of Soviet survei11un:e'; ~.':;<
techniques; rathE:r~ it seeks to convey one part;cular set of'experiences

I in ordel' 'to provide some general impressiolls of the type of slIrvei llance
which American d~plomats may routinely expect throughout the Soviet Union.
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Surveillants and Plants

It is a rare trip Hithin the Soviet Unior 1'l1ich transpires l'IithclJt rone/'
clear cvidence of surndl1ants 1'nd al least ore plunt. "Surveillants" folle,\'/_
travelers in ordr~r to keep tubs on them and, \Ih"n necessury, to fright"n or
alert loci1l Soviets as to the ilT!l11nf'nt danqer~ I'o~ec! by the situation. "Pl<nts"
aTe secudty,age'lt,S \':ho represent themselves l'S legitimate iocal SO'/iet citizens.
They contrive to meet or be met by the visitors and s~rike up all acC]uaintunre,
More often than not, the prilTktry pu;-,pose of He pl<:nts encountC'red iJppo;-rd
to be simply occupying the visitm's' time,\/hilckeeping close tl'ad: of the"I;-
activities. Such plants rarely probed, remairdl'] content instead sir:Jply to
make note of I'Ihatever interest the visitors ttiep,:;elves might express in
pilrticular areas. (l1ore sorhisticated or comprehensive ~ecllrity m~thods in-

,

volving electronics. pro\'ocations and the li!~(; are beyond the purvie\1 of th's
paper) .

, -.

.. . i .~

I ;!!,., CLASSIFIW,BY Paul K. Cook ::;.
: 1 '

.
.{~;;r SUBJECT TO GENERAL DECLASSIFICI\TlON

-~.:
'- fl.f~( "

'CmifW;:NTW:'"
.

SCHEDULE OF EXECUTIVE ORDER 11652- !

!; ','£~:';.l it!!, U.S. S.u'h:U n.T~b ':V"t'Jttr/y'o;t"lh, ~-:\yH~~F.l!P PA/PECEMBEP 31, 1373

) ,',-~'-'--'~~qD\ O~~~-9-~~ ,

t _~ .-.1 :__. _ .. -.. . ----

Spotting a Sorvcillilnt

After a brief ex;,:>scI"Cin the Soviet Union, it is generally embarrassingl:'
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easy to spot physical surveillants during trips to the various republics.
On foo~, they tended to follow behind at a distance appropriate to the
circumstances -- closer fn a crowd, farther back on an--empty.street, etc.
Occasionally they walked ahead of their charges. turning off on a side.
street after a while only to resume surveillance f!'Om behind or to defer' .
to partn~rs. Although younger jo middle~aged men comprised the majority of .'

surveillants, women ~Iere also employed, frequently. I-lost republics seemed.
t.oim:lude a fair-nun\o-er-of lornl1(jn~Ru$st,Illlrat1onat$ 1111:heS'Fefforts-:.

n___~

Jndeed, in those cases where Russians were used for -surveillance in non- .
Russian environments, their presence \'Ias-painfully obvious. Surveillance bl
automobile was employed often vlhen covering walking targets (in support of
surveillants on foot), frequently ~Ihen covering targets on trolleybus, bus

_ or streetcar, and always wh~n covering II targ.~t'automobile. Three males in
an inconspicuous Volga comprised a typical automobile team. Dress generally
ttas typically Se.viet: an open shirt, often'!'li th a suitcoat, in slimmer; a
fur hat and ordinary greatcoat in l'li,nter. On? Soviet surveillant from the
thick, concrete, double-doored Soviet Trade ~1i-ssion,in Helsinki follo'lied
the reporting officer into Stockmans Department Store 11earing typical Soviet

<clothi ng with the utterly incongruous except i:)I) of iL fl ashy blue Fi nni sh,.
-scarf.

skills at unobtrusive surveillance varied widely throughout the republics.
As a.general rule, the larger cities had more adept personnel in this regard
than the smaller ones, with Kiev constituting i'. major exception. In adciitic.n,
the less developed areas -- much of Central Asia, some of the Calicasus, ane

, the more remote autonomous republ ics -- seemed to deploy less discreet
, surveillants, 01' to care less about possible detection: In general, li1aint1'ining

..

contact definitely appeared more important than possible detection. Hv';/ev£r,
the appedrance of discretion remained an impcrtllnt principle, if not t'he
reality. Even in cases where the surveillants must have realized that
'detection was ul~voidable. they generally retained th~jr composure and pro.
ceeded as if the circumstances were entirely normal.

Spotting a Plant
"---

Hhile there are fe~1 cases \~hen one can t.e absolutely certain eith'er
way about the bona fid2S of a chance acquaintance, several tipoffs can grei:tl.\:
increase the oddSTilfavor of a del iberate contact:' ,

a) If he meets you, rather than the reverse; on a street, at a
restaurant table, in a,store or public park. Hhenthe initial move is his,
you may well have a live one.

b) If he is placed \'ihere you can cOIiy.enif:ntly -Ir.eet" him; in an adjacent
theater scot, at a restaurant table near one You have reserved, etc.
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C). If he feels free ,to call at your hotel room (L--e., is pell11itted
to do so). ~ '.

d) If local Soviets nearby sudde'nly clam lip or become tense. While a
good professional plant might be quite adep~a!j)lqy~~"i.5_I"QlgLthe ,gl.Qer.1.y
coal.:-cirec1;man;th'enon-lntOUrljtl1altr-ess, the bookstore clerk, or other,
local inhabitant rarely ca'1 conceal the caution or "mixed" emotions generated
by the presence of 1oca 1 Chek is ts. The agents may we'll be pers (lna lly knOl'lO
to the locals. If not, year~ of experiente have taught local residents how
to sense their presence instantly.

Once contact is made, s;me additional telltale signs can give an in-
dication of the acquaintance's true background:

a) His reaction upon learning that ~e is cpeaking with Americans.
Normal Soviets invariably react I-lith strong and' genuine emotion; usually

_"tith wonderm~nt or incredulity, sometimes blended with some fear; often Itith
aelight. For some reason, plants almost to a man seem to fear overplaying
this particular scene. They pass it by with raised..eyebrOl'ls and a quick
"0111" and then proceed irrrnediately to another topic. "Straight" SO'/iets
s.imply are unab"le to react so evenly to such ne\'IS. r'O:

b) A bland, passive friendliness. Virtually all legitimate Soviets
cannot refrain from pUlllping Am2ricans about life in the US, mainly about
Hving conditiolls, \'/ages and the like. I\n acqui>inti\nCe \'Iho does not press
on such matters. instead maintaining a frienC:ly demeanor and pen11itting the
foreigner to carry the conversation, should !;e tl'eated with circumsf'-=ction.
This is p~rticularly true if, when discussin£ an; area of di5agreement on
international affairs or other subjects, he speaks calmly, with relative
disinterest, anrJ with JlO display of emotion. This is very un-Soviet be-
havior. Plants evidently are trained to keep their cool. even to an un-
realistic extent. -

. c) Reacfion' \'iiJen nonplusseCl. In respor.se to questions or statements
tihich far onc reason or another (Ire cmbarras"iD9 to a pl<:nt ar to hi~ COV::T
story, he curiously tends often to react by"laoi:ing askance and sir,lilly nIJt
answering. Unless the American adds something to the conversation at this
poi nt the s i1 ence can proc~ed for severa 1 seconds. The repol't i ng offi rer four.'(: .

this reaction from a plant in I\lma-Ata to closely parallel those of an 1n- '. ,

tourist girl in Dushanbeand a Soviet diplom, t (and identified security agent)
in Hashington, D.C. A straight Soviet in a !imilar posHion, having no
different identity to cOllccfil,tlould have no r-eason to feel caught off guad -
by any subtle imputation of his identity. .

--..

d) The "simple" Soviet with intelligent eyes. This admittedly is a
most subjective criterion, but one wlrichtan be usefully applied in some caseS". .. . --. ;
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A plant can face great difficulty in conceal ing"intelligent !f'ye~1I~[hen
posing as a simple, dull-I...itted wctrker or pei'SiJnt. CarefnJ atiention to
his eyes may indicate that they simply do not jibe I...ith the role being
played. They can sometim~s betray an intensity, activ}ty, impatience, alert- '
ness .'--m"-'4-ffieH~e''-wtH C-ft-fOOFe +i'!E€-ly-&e.l~H\~-t-{)-someonee~ se ~.. ~ '. ~

The following exa~)les demonstrate some.of the more common approaches
encountered:

-s .
!.

Dinner in Baku

.

After sh'ooing othe!' locals aHay from the Americansl dinner table, a .
waitress pemitted an A~eri man to join them. lis if this I...ere not obvious.

enougt,-, thi s nel'[ compiJn ion actua 11y had been ,I member of a tfam I'ihich had
.-/:"fo11011ed the Americans ,m foot earliel' the same day. He seemed utterly at

a loss as to \.[hat he shl)lIld say at the table. \oIhen a3ked tlhat music he
'liked, he paused, smiled and replied: "1 lik.- Englis'1 muslc." Fut-ther con-
versation clearly revealed that he knew nothil11 whatsoever about the subject.
This feeble attempt, on~ of the weakest ever encountered, may have been
decided as a result of local initiative on th,? spot at,the last minute.

i
0-
f,

Strollinq in Yakutsk

A passerby on Vakutsk I s main street storp'?d the American visitors and
requestEd a light(!) H~, then asked I.,here :the \'isitors \1ere from, and
irm1(~diately offet'cd to ShOI'1them the to\iI1. Hi"n they pleaded another engag2-
n1ent, he instilntly and courteously said goodb::~. This same good citizen
had been spotted 30 minutes previously on anoiiJer str::>et toting a SQ"iet VEF
shorhlilve -radio, the id~ntical ffiodelit€ing carried by one of the Americans
who had a professional i.ntel'est in VOII reception.

. --
~

- . o

.-
-

. f\ more !'ubtle approach occurred during a flight beLtlern two Soviet cities.
The reporting officer's seatmate held back fOl' some time befQre starting a
10w-~ey conversation. After a fewminut~s of idle ch~tter, the reporting
officer leaned b<::ckdeliberately as if. to nap, I'lhereupon his 'seatmate hastily
renewed the discussion. In an othenlise virtually flawless performance, he

- . .
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"made one rather forced attempt to casually elicit interest. Noting that
the American Embassy vias located on a "very noisy street." he adtled that
it "l'Ias not at all quiet like the street of the Sudanese Embassy. for example."
1he$uoanese EmbassY-is relatlVelY-TnslgnifiCa:mnin' lib-scb\~. only{)-n~ l)f -
scores. and the Soviet himself admitted that 'he h,d no connection \dth that "

Embassy nor acquaintances there. lhe reporting officer. however. had served
previously in the Sudan. and the Soviet cyidently r.nevi this. r.jeol1'::hile,
the Soviet seated next to the reporting officer's American travelling co~-
panion was busy inviting the latter to dinner' at his home -- a r~re event
within the USSR for Western diplomats, e5peciall~ when proffered by a sober
Soviet in a public place abounding \.:ith ste\'lardec~~esynd other ~litnesses.

----

This particula~ flight was the reporting
USS.Rand the Soviets may have \'/anted to check
Ametican Embassy. Subsequent internal flight
~ere too subtle for detection. -

off'cer's first within the
out a new member of the
"cor1panions." if present.

Possibilities for Contacts

Deliberate attempts to avoid surveillance an! almost
productive. Nevertheless. certain comnorl,>ense pl'Ocedures
enhance opportunities for meeting legitimate Sovit!ts on a
even given the presence of nUr.Jerous security ;>el'snnnel.'

invariably counter-
during trips CQn
one-time basis.

Hi.ing a Cab .
ITItourist officials prefer that foreigners hire Intourist cars and

drivers: it provides c'onvenientclose scrutiny. <lnd it earns more money.
Hate 1 pprsonll':' 1 often di scOtll'iJOe taxi orders, iJ.fId\'Ihen they accept thel'l th~
visitor must often wait close to an hour uhile aiuitable "taxi driver" is
found. In 50m2 cases, tnlly legiti;n;;\te cabbies p;--obably are enlisted cS
"tr\1sties" to keep tabs on the foreignel's hiring "them. One possible rule
ofthumb: if a cab driver complains about long w1its at stops viliich earn
him little money, he probably is a genuine caDbie; if he bears this loss
in silence he is likely to be an agent or a taxi ~river sufficiently compensated
for or intimidated by the circumstances not to conplain.

Strolling about "aimlessly" in to':m until finding a taxi sti:!nd can
'usually provide a legitimate taxi uri.ver and some interesting comir.cnts about
life in the area. An offer to pay \~hatevel' the m~ter registers plus a bOllusof-- .

. I
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R 2.00 per hour usually relaxes' and helps open up most drivers. Selecting
area~.t-a)(iis oot always sQ-Hsimf)-le, hn"lever IR-~-tev.-fDre)(-amp1-e, a . n

city l1ot':no~ed for its subtl e survei 11(lI'CC techni ques, a "taxi II suddenly arr':'.ared
from a side street, bu11ed its WiJYintll.line at a taxi stand, and refused
to take anyone but the t\~O AmertciJn diplomats standing there. A similar
experience in Baku testified to a corresponding lack ef sophistication therp,

Choosing a Restaurant .
Eating in local, non-Intourist rc~laurants provides one 6f the best

Qf.!portunities fo!' meeting local inhabi'.Jnts. Hm';ever, hiD approaches iJi-e
iirtually guaranteed to spell failure: reservi~g a table in advance, iJnd
mentio:1ing in iJ hotel room \lhere one phns to eat. Even mlking into a
res tauriJnt unannounced Iii 11 not a 1IIays 'insure success. Haitn'sses throughcl t
the Soviet Union activeiy attempt tu separate foreigners from locah, "lith
varying degrees of determination largely deperding oil the 10ciJtion. Thus il
Ashkhabad, tl'lO Tllrkmeni youths I'llio had the ten.erity to sit I'lith t\:o l\r.oeric,:l.s
set th.e liait!-ess off in iJ fit of rage. She screiJmed at them for five mineJ'."s
nonstop, then re~used service altogEther.' The young workers finally beca~~
intimidated and .1pologeticillly excus-ed themselves. In Yckutsk, a 'shCiutin~
match of the sam'~ type resulted in a d!'.,\~ as the I'laitress refused to serve
two similar upst1rts, \'Iho remained seab'd regc}'dless. By contrast, Tbi"lisi
appeared more relaxed about such 0;,)tte1>. A ~ii;jilar situation inGuced a
waitress to poll tely suggest to a young Georg--an that he might be more .:orr,-
fortable at a -different table. When the youth declined, she quietly retrEc:ed.

The ,"Ii-fine Game, and HOI, to Beat 1t

Local secUJ'ity officials seem to breathe )nuch easier once Ilestern
diplomats have dep2rted their tw'f. Thus. they I'outinely enlist the aS$ist?nce '.

of hotel personne 1 to attempt to has ten the depi! rture. I n one of the mas t
cop.~nonpatterns. the security types ask hotel personGel to tell the visiter;
that a flight has been cancelled. is full, or will not land at the original
destination. The often tremulous expressions anti manners of the hotel
personnel as thEY play their roles belie the validity of such clains. In-
dependent checks such as direct dial te1cphon2 calls to the airport invarilbly
confirm the feeble duplicity involved. '.

-'--'-~

The simplest meilns of countp.ring.such pJoys is to politely state that
it is impossible to depart earlier thall planned, and thiJt a subsequent fli~i,t
will be taken. no matter hOlt long iI t/ait -is required. The reporting-officer
has. ~mp10yed this approach I113nytimes. and in e\'ery instance. the original
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Surveillance noted.

None Light II f.10derate 2/ Heavy H Very He; 'I)' 4/

.
fl"unze Allna- Dushanbe AshkhiJbid
1ilshkert fita

Vilnius
Riga

Leningrad Leningrad LerJi ngn d

Kiev Donetsk Kiev

Tbilisi Baku
Yerevan

Irkutsk Novosibirsk Yakutsl: .
Kazan' Ufa ->...
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Kishinev Be1'ts i
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travel plans subsequently worked out "s the S')/iet~ "found" extra seats "
or othen<lise recanted their.statements in varj,cus face-saving manners.
In Kazan'. the elderly hotel clerk caught in CJe middle of th-is game Nas
petrified Itith feilr throughout. In Alma-AtaL0j' contrast, a younger 1n-

--tOUrlS-t employee who ~Iell knew:..tfescore actul1'ysmiled sardonically ~/hel}---
a nervous hotel official.reported that additi~nal seats had been found
Wwi!h great difficulty. II

Provincial Breakdown

'.

The following chart indicates th~ relative degree of surveillance noted
in 20 Soviet cities during the period 1~70-l972, -Duplicate entries ,eflect
more than one visit.

Area

Centra 1 As i a

j.. BaHi cs

North

.j Ukra i ne

Caucasus
I ,

Siberia

Other

1-
2.
3.
4.

Intermittent coverage; perhaps 0112'or two on foot; );ometimes one car.
full-time coverage; one 01' h/o'cars. _
Persistent and close full-time coverage. ,

Blanket coverage; no attem~t' at discretion.

(Plants also included in.each of above 4 categories.y
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Central Asia
'.

Ashkhabad clearly takes first prize for vigilance. Surveillants
bTiii1Eeledmtne - s tt'eetsandl aCKed-theatJlli ty ~ tneoffire-;-or-nuttrtu--ta!:e-----------
elementary steps at discretion. ~ other Soviet city visited during a --

two-year peri od coul d matchsuch a perfon:ml1ce. As Turkmeni stan often is
considered the most bacblard of the USSR's -constituent republics, this per-
haps is not too surprising. Ashkhabad'srelative proximity to the Iranian
border and some sensitive militi}j'Y installations nearby also render this
t<lHn less than hospitable to Irestern diplomats. Ehe\'ihere in Central ,",sia,
Dushanbe (the former Stalinabad) contributed moderate to heavy coverag~. and
Tadzhikistan also is generally rated a less developed Soviet area. Attention
paid by security personnel in Alma-AtiL, Frunze anj Tashkent ap~eared more
mct~erate, although substantial in compaJ'ison Hith some. othe)' parts of the
Sc)'viet Union. A relatively greater professionalism among surveillance cadres
in these latter thr~e cities, perhaps developed in part from a higher fre-.
quency of Western visitors, may help-to explain the differences.

'Baltic'States

Vi] ni us and Ri Ja both t,urned out modera te tc. heavy coverage. Thes~
rather unfriendly receptions stood'in marked contrast to the \Iilrm v:elcCIi'1C!
afforded by almost all local residents as soon a~ they learned that th2ir
guests ~Iere Amel'ica:1s. This very Harmth, demonstrated by \'Jestern-orient~d,
non-Russian nationalities under Soviet control for only three decades, r.lilY
well have been reflected in the concern of local security officials. 1'1of(~-
over, there appeared to be room for some local initiative iri decidins; (:;19
extent any means of coverage afforded. In Riga, for example, only onE:
oetcctDb lc carfo llo\~et.l at a -<liscreet di stance vll1ile the tr,,\'e 1ers vi s i t~d
various bookstores. After they fjJ called at.a cybernetics institute, h:J\I-
ever, noticeable surveillance immediately incrf'ased. At the second scientHi'
office visited, security officials entered the Sdme establishment and stJticw'
themselves prominently at majol' office entrances in an obvious and succcssiul .
attempt to intimidate institute officials.

Lenin9.rad

like their Baltic neighbors. Leningrauel'sdisplayed a friendly cUI'iosH)'
in their encounters with the Americilnvisitors. But Leningrad securit,Y

- ~, .
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.'
officials. unlike their colleagues in the Baltics, seemed largely uncon-
cerned at the threat posed by fhe \':estern diplomuts during 1970 und 1971.

--UtherthaL.--o-rtheir mctbods ofs.ur.vei11ancc...lli'reJar more discreet than.
those applied throughout the rest of the country. In 1972. hm'lever, coverage,
became apparent beyond doubt. Explanution Of this shift is difficult; the
:I'-~Ipermanent presence of Americans at the American Consulate (;"nera 1
Designate, the particular travelers on each trip, and the pre-surrrnit internal
vigilance of early 1972 all are possibili~ies.

-._---

Ukraine

,'<. Surveillance in the Ukraine tended to be heuvy;obvious, and somet1mes
crUDe. In Kiev, 10:::a1 authorities appeared more ready to commit resources
to routinely monitor visiting American diplomats than in .ethel' lorge Soviet
cities. The atmosphere seemed somehm-I more controlled thiln usual, and as
a result mallY citizens were intimidated f\-OI11contacts.- On the 'othet- h~nd,
a distinct friendliness tlas evident tOl,wrd !\mPI'iCilns ilmong many Ukr2iniclns
of lower social stC't-ion: petty clerks, laborel's,peasants; in shot-t, those
with little or nothing to lose from such contact. Concern over Ukrainian
nationalism and possible harmful tontact with Westerners, plus a hard-line
local KGBChief, do not render Kiev a hospitable town. Donetsk I'efleccd
similar conditions. .

Caucasus--

In the Caucasl's~ Tbilisi, capital of Stalin's native Georgiiln Repl/blic,
"Ihere thousands r-ic,ted in 1956 over Khrushchev',' deni qril t i on of theil- nati v~
SOil, paradoxically offerc-:J the lellst su,-vei11 iJnce. Bid;u and Ycrevcn bo~sted
far mOI'e "Stalinist." pl'oclivitjes ill this rl'spec';;. CaveriJoe in Tbilisi lias
provided, to be su~ei including the use of plant~, but it ~~S all don~ in ~
gentlemanly and mo!t discreet mannel-., In Baku and Yel-evan, tai 1s I':ere nuch
more obvious. In E'aku, 'om middle-aged Russian Ilith a mos~ distinctive paunch
neyer strayed more than 30 feet from his charges. , In Yerevan, a'younj girl
~Iho kept appeaJ"lng in front of or behind her assignments fo11O\:(:u tl,eill to
the tOp.flODI- of a hotel. When leilrning to her rlism:!)' that her quarry had
decided against stc'pping to eat there she ,blurted out: ,"Don't you Ilant to
,visit the cafe?" lieI' cover convincingly blol:n, :;he finall-y disapP2i1rcd, to i)['
replaced by a somel/hat more discreet young l11<'.n.'I\lso in )'el-evan, coordinatioTI
among security, airport and Intouri6t officials appeared lncredibly Vlcal;.
Inefficiency was ~'st pronounced at the airport, where airltne offi~ials

~
'
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repeatedly changed their Uguidance" for the- visitors~,Obvious1y- due to con-.
flicting instructions. Fear of assuming respon~ ibility ~/Os ,0 strong there',
that for 30 minutes no airpol"t official \'Iou1d I \en change ba!'Jage tickets,
necessary for a ch<lnge in flights, without guilt Ince from abo'e., Instead,
tlTey shuuted-at-each -other demarnHng written i/'''-tr-uct-hms, al.1-in-the-'-
presence of the American diplo~ts.

---~~--

Siberia

Irkutsk provided a most unusual surprise~ no surveillall':e \'lhiJtso2ver
was noted there. In Novosibirsk, coverage \'Ias right in tmm and vel'Y light
in the academic city nearby. The latter, howe',"r, apparentl: protects itsel r
with rather secure procedures within the variol' i~stitutes 'hemselves4 In
tfie much smaller city of Yakutsk, tilth a subst21,tial non-Rus".ian population,
coverage predictably \~as moderate to heavy. .
Other

The remaining cities visited -- Kishinev ;'nd .Bel 'tsy ili Ho1davia, Kalan'
;n the Tatar ASSF" and Ufa in the Bashkir- ASSR -- generally held true to
form, with light to moderate surveillance.

Postscript

A1ma:;t inev';ti:)bly, there arises 'a tem;Jtil1 ''In to spend slJme extt''' time
_and effort in or.ler to determine ~Ihether and t\ \'Ihat extent ,;urvei1lance

, is pres,ont in () I)iven loc"tion Such eHorts, Lan taketimr '!1'lilY frC'Til the
purpQses for ~Ihich the trip is r,¥3de, hO\lever, )nd can also al'ouse the suspicions
and ilnxiet i es of 1Qca1 security personne 1. Tfi~ report; ng 0r Ii eel' dC'citied
very eilr1y in thl~ game to avoid any special effort to make "'!.Jchdetel1i1lnati,:nc,.
Conserl'JCntly, th,~ obse-n'atiolls notet! above mey only tell part of the stOI"Y.
It ~eems fair to conclude that, under nonna1 circllmstanc~s, the,U.S. intere:;t

'can belter be served concentrating efforts on the pursuit of one's variou~
objectives durin~ such trips, with the al"lareness that one is very seldom if
ever alone and t) adapt one's appro<lches accordingly.

. I '
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For re.'u.ooo best kr~ to:.the Soviot State Cor ,-.ittoo~'cr St;;;'.;., , -
Security (KGB) I vas subject-od to 1ntor.lDO rveiD.ancothroUG~out-rao"~.;

,

of 'I4;/two-year tour in tho Soviet cn.pit:ll. ].~:rt e.~?asC"J o~'l'icC:.-" ,,2:-,c:.
t,o isnore it. Ol..'t of 'bo::-eda::: I ct~od ;;,y GurYoilJ.u.'1cC c~clV: ly ;.r',c.
beg.:m to find t:'1at surve~Jl:>::.ce 'of t.be surveiJ..1.u:-.co botl-. i.."')~o:...;,,£..7.:::"y(;
anci 'U.:;ci'ul. It often provides cluos to p:--:~";,,.a..-ySo,\,"iet co:-.c ern s, 1'C\i,,:,~~
surveillance of other:::, and ill~.i."')Z""cs ccrtGin wcal<Y",",,<:;c::;

0:'" c.:.:.:::.
po'.-lar~"ul orga."l or t.'1e Soviet 'burea<.:.cracy" Th'o S1:U'Ccn., di:;::.p:~~.<::""c (; v:.-
t,l1o "tails If of myself' and ar.othcr clo~oly Katc!1ed '~;)~~sy o:;..,'ic...:..- '.',;-,i.l"~
..:c Wore 0."1 an ~c'U:'sio.. to ~)cdol' sk o;',"~lectic~1I day, s<:.f,r=:os-;;.;;;,for
C7~:;;1>le,'tt.at 'KGB ;:mpo cr was e.ne;agcd hC';::.vily .at,t.'le11polls IT .' (;cco:;:'c;~-
~11:,' one recognizes an o~st.1..;hilG .f:~ail" of or£ct 5 ~,~ follc,.Ii-,:~ c.:'~ i::'.::'('.,:-:;'~l.t/~
vi5i-tor, to whom t.~:i.sfact ;ray prove u.sGi'ul ..r.ci educatio!x:l.

. -

D'"~ing one General ~riod of intel1S~~: ~u Y-eil1a:1c\:-: ;"".Y::n: v.::il.:..:::..c6
iJ1cxplicably all "o~ vahiGtl;;.c1 (b Aur;.~t 1971, "hen hc;::,',ry -vo\.ri.:;,:"
s;u~€illanca of sci~~}1"tific dcl~;atcs ~~ ;.~\)::;CO'.T.)unci pocci;;J..:,' hc~~;..:.'"
attmtion to the ~iti;;~ in :mtici.!"avio:! of tr.c JiJ ter troi<hlc ',.::-s:: ;.>c,
r..ay h.we overb-.u-cicnccl ti1C XCIi). :::.nU"i:-~t.hi:,: Uu',;c-\,e,;;, p;-;rio.::,) :.v,''-'- ~:"':;
I ~:j~~ folloHed on tr.reo occnsions, 0:1 ..ihich ti-iCY a?p...~rG~~:' ~"c~:..-::.~:~~:f
cO\Jld not afford to 10~ve :1:':: nlon~. I Has follcwcd :'.Jd: :rc~ ) 'v'",'~

:');)-;;.
"':'.';.>

£:jncticns at w!lich I actnally r-.i.bbe;Q s:~ocldcrs .~":::t,h SoviC:~ 5cie~~izt~
and of licial:-;: of scienti.:~ic :L."1s7.it.utions. On ~:.:o of t~ a::>cvcc"c:.c.:-.:;

I WiJS follo;."cd o-:G.y to tho fubassy, and not :~m fu0rQ t.o ::~:.':;::..:::.'t::.:::,7.j
as t.r.o'li,'~'l thcrJ !r.crcl.y ranted to vcri1'y a ,,'IlZj)icio;"l "hat}, ;-;;<u L:.'o',;,:,:::~,;,. ,
SOr.lcthincr fr<r.1 "tM:::e functions 'to the F:r::baszy for sr.sokcopir.::;. To ;-:';
it ir.dicated that n major cOrlCc-ro was th::l't. I r..::J.yna o ;:.--ccoivoci ~o;:,c

docu;.;e-:;t. or othwinformt.tio~ fro;:. a Soviet scienti:>tc..cour:.:.c:..'cc.:::"
the::;o fUnctions. Thc."Ywere more distru~...t'ul of thoir bW-n pC<ipL ti1a~ ;;.: :,.3.

~

. .

To I:Iake' a.'r),yQeductions from surveillanco .o."'1aMust bccv::.c <.;c-:"t-
a~ spotting it. It iD not diffic'.D. t~ partic'J..larly siucl3' it- larg~ly

. irivolvcs a\lto:nobile:;. R~5ia~~J ~e\'; to a~-to::lotivc 'tr~r.spcrt.) ~ r.ct ;:\.~~:"
to 'be. ware 'of ~ "6iT..h Dense" 0: .Alnoric<lr..s regarc.inc trni'i"ic.

.--

Survei11.anceby Car--

. :.-

-----
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da glinG i'ro:.1 the rCal.-vision IT'.i:rror" "tpys en the back ch~li', t/c.c..
.r never S.:'i1-Ta surveilJ.!ance car 1-lith a crumpled fender. C::o hcu.rs
rC11ID~.ksfro:>1 tiJne tot:L~c t~t they carry double tailpip.'}s to.
accommodate 3 larger motox", but on the n'I.Worous ~pasions .1hen. r
managed to get Qohir.d my surveillance car I did no-t obscrYo this.

OccuJXlrrts :SurvEJill.'l..'1ce cars never ca:rtain aId Pc-aplc -:.or chilrbc.."1.
i;one 0.1' the men wear glasses 0.1' ,sport 'Ullusual coiff\1;I:'cS (no. bCc'l:cds,
muGtaches, sid.eb~"'r.s rarely). '£ho \io.mGn a=c ~er..arall)# bct"~Cl'-lo.0;.:in~

. than tho ~lVarage. The chauffe\U"s are often o.bvious thugs, ~ut t~e
ot.h2rs us~l:y f.d.rly ?ri~sal'table. :i'!early eill appt;.'l!' to. be ..;~.:.:::r.ic
Slavs (in ~'ro.5CCH'at least -- my c):pericnce with si.lrveil1...'tncc in .

("".'M
.
~ r

~; !.~': a ",..., s ""':/T'\.4- )'v~"!v u. ,;,.. r.u t.,)..L...b..W.

]J(;tecii0;~: '2u:-;:::ian <lrivcrs arc f,Jst, carclr::ss, .n::ci i:r.)o'vitr:c.. ;;:;,ivc:
sloH'ly and lcol~ in t.he :'~ar vision :rirl'o.r .'lP..G.n"ot.c wDothc:' a c~:."

-, . '. "" \ - ,.
V

... ...,
" --'bc.-Ltncl Y'.:>'I.~ ~''''''-C'.1J.2'~ y ~.,.,y cle'in Ut:'-"(,n oJ,.f"a ...::> ".l.SO ""-W";":'

.., ."
f

" . :.~
.Lv , J,. Q.. ..\ ~~. (..):'...~ c... c,l-'. ..c.;, ':'.-"".

Ll:1d ::-J3:l1ivc.:..l1~.g a 02.st.u.'1CC m~klliG:l.\:. c.:U.l::!.cu:!:v ~pr you. to r(;a~ .1~., ~ ../.~''D .,"'--'- ..1.." 40.. ~ ..l. -~..
""'1 - (:" _ ..~*"._ 4! ~

, ~
? avcs,...' \ el.ar~ Sv \11..."1,;vC u ""J..v,-;, I,; ca."1 a~... yau ...car I.AV,..~.'"'
sidc-vi~1 mirror to ..~~e lcCioilit.yof their-plates easic7)~

'U::'o',fare of the natu.:-al ::llartne;;s af f..ner-icMS to r..:L'1ute idio.3Y::C;;:-DSi(;~
0.

,,- r;.,...;,,;n/T .,.'; ,:>..;ll --ce C ..,.,..". _.";'1' ':'Y""'!7
() ..;~ ---T,\.. ';'-; C ~i"iv V-1",,,"; v~\"-'\".I.".A,...;..v ~

at>'
to ~ ~ _.. Cl.4 ~ ~ 1,:.

~"--'-o
..L... .'-~) a. ~ 6e v_ ~ '" U"Y..-

__

.
atte:r,ptsto conceal themsclve.? -- hidi..~G oehind b~;:;es, cm0rZir..; ~o;;:-
a. b:.--ief, raasS1JJ:"in[; 10o~{, und then da t:L"JG buck ai.~d:'..

<"'0'71" a""c mcr/'> '"'o.""h-i.,..L.'':ca'''ed but ~'Y'e
, ,ill

. --~ to '..:-~' .~-'. ".~ 'r--' :._~
.~ ~ \,,; .. 11 _.., ~ _v..,~

"') ~ v ~c...~J ~...,v\..;.\;" _~ ~v ~"<..At...,\..O..

clo~ely. Ii the ::ru.spect car tUrns cf:: or."to a side ztToct" CIO :10"1. cj~;:::.:
t:1C CO~Cll1~ion that, YO'Q :iiUst r1:1ve 1~e~"1 ~~o~Z ~rrl ccnSG ;':atch:':i.~:~ :(,:;\ ;

HatchinG the ro~ vision. rd.."J:'cr far a ::tM [(;0.;;10;-/':'3.'lnd yo~ :-;';J'J ::;,x: t::o
saJlic or ar: iden-~ic~l car ::oe..Ytt::ra Zrom. .t.'1o] G~10 .~~"Gct ~'.tc: ;~\i"!::'~.~i-;
exec'Ut,ed a quic~{ U-l:."Urn ot.."t of sight. 'i'i1e c:,~~ mi;:ht cven co;;;.o cut 0"
;;ll(;~~hc.:r :;icie ~t~cct fw..t~er -Jloh~~.) h0.\rl.r.{; t~~v,-ncd r..lo:".~-; a .~~:~:~~~.:..,:~:. ."
:.;tr(:(~t, far a i'c-.-t bloc;m. 'l'ho S:l€N'cher.kc and l:crt;zhkoY'::~\:::l:r:;, ?;:i0Cl~C:'::::i~Y<::;'
10adir~~ frcmne~ tho ~~1bassy to a ni,1J1:bcr of Err.b:<ssy IIGh0tto~1I i~ .

a
.
ty.?ic~1 .::pot for these Tinn..m.vcxs. '1'ail car;j hert) often t~~n o:;.'~ 0:-:' ...:.;:".

~orC2omiloYskd.ya Gai."':g Gouth D.nd p:is:; 1."1 front of tho :':~;.0-,~~.:1.:lVl ~::::~l,
returninG to the Naoerazr..~a so.uth of t.'-1e Kievskiy Vo~~zal.. ir.::rc, :L: ~TCU

~ .
Id ' t" " ' ti'

L
l'

,
tl

..1 . - . ~ u uar t:S .HI:: ulJ OJ a rC1.l :!.C <;llv, .e t'~:l. eVl:.l cv~;.a Ou.v 4" ,),,4'V 0... .,;'V .-

He will :>pecd up to get ;,,-.,:ay. If you sp.;ed up .he will t\:.",-rl 0.:::: 2.Stli::: 'w
cet behind you -- Uw"113lly at the g&saJ.ino S""~tion just befo.re r~c:.ir.J'
the railroad bridge.

.

If you pull over s\ldclenly to. the curo ,. as ii'to visit a Gtoro; ~;a'::.c;-l
the r.;over1cnt af t.'lecars ~ hi."1das ycu do so. IT one pulls to t.::e
cur'o Lchind, O~ infror.t, ho is your ~n. Lfyou arc stopp::<i 'by c..
lonG t.r:ii'iic light iT. li::h"t tro:.I.fic, SQ. th~t. thCl'e is 1..0.':;;la.:c io;:
~(,n(:::JQ'Voilli :sce ca r to. o.idt::, he "'fi 1.1 u5'Llaily stop behinci Yvu "aut
sli;~htly ~o. the right, so that you \riU be unable to see his 1~c0~:Jc
plates or the faces of the OCCUp~"1ts ~ _' .
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SECRF.I'

If you are gc>ing' tC?maka a U-tu..""n on a long avenue at tho authorized.
U-tui'Il spot (razVorot), \fait 1illtil. t}:1a last monumt bei"ore U~}g ~./O'J:::'
turn signal, look~ in your reD.r-vi::>ion Irirrorto saewhich car tdffir.d
follows suit. This is not a s\lre test, sincef.J!&b~~~'::;,yof:f:iccrsc::e
oi'ten followed b;r two and cven three cars. Tho firGt:.ma~t paz2 by "he
razvorot arli leave you to hi~ hori.chm.:u..behilid. S'UChocc~:>io:;n u~.€:
an excellent. opportunity to nota the plat.e nur..o6rG clc.;:a-ly, ho'..;e;vcr..

'.

'i'fnen tu:rr.ir..g a co~er Glo;.i to a creep. The survei;l(i.nce car, s;;.,:dG::l:r',
. 4.,._~;",,"!(:,

).,'~""''''e'+' a mo C ?:::
'T'"' rc.

'~-
o ""

~.;... ()
""''''''''' Y ,.",

'"'~ 1"0 "" .

.1,. ,
..L.ir.I.!~..L."~ ~..""' J. . -r

"
J~ J.-J.. !r.. ~~..-I ..~'4..L Ow ...~ ~.\..L...:.t lJ6.\';

C01'ncr" ;,:ill oftcr. panic. He ~fill .stop, cack up out of siGt"v, 0:', ti'
pro:jsoo by traffic behind, ';\"i11 -'~a}:c tjnotr-.Q:' ;jtroct~ h6~)i.'1~ 7.C ::.;;,;
a quick U-turn :""1 t.i.1l0, or he Hill p'ull ove:.~ t.o tho c~o ~!~~ om, v~~
'fuQ occ'\;pant$ 1.rill bot, out aG if ma~d..iL [\ PUrchase.;

Dur:L!&:,;>oriiC:;~.p:~riod~ to.oiJ:" a'bilit,y .JvO ~t(1:r on on(:;t s t~ail ~~ ..:.. ~~_;~ZG

of ::;trects "hi:L.~ you aro out of their siG~t for :>3 .r;l1ch ::.~ a ;:.il~;
is clear proof to r..e that 2J::bu s sy C<1:'::; m.~o som.::"t:'.m,;::.i ;;,'ii.-::'\~,-l::2."~~~
~r~ll trar:sn1ittcra cor.cealed. sorJ1C;]-;""Cre on the Co.l-' Wh:LC:l n2~17..it tl:s.
:::...l.rvcilla t to spot h::.;: a?:;:":JoY.i;-i'.3te locatio:'1 1-!ith <l ~i;;-!!~2.\j ;:::.;::;.:.:2:":;/::':::5

direction-i'ind.i:lg cicvice such as are sold. ..ri-::.h CGl"~ain rodix.

. .

Second and Third S'nrv~")illa};cc C:1rs: 'ri~e~;o are oviQ~!cu ~ a :G"io~
~r\~~e."':".pt'to catch you in some :L"':l})c:cr.-.issible activity ~md ~h()u.lc ;JiXC,
you on yow: ~d to avoid ar.~action upon lhich the KGB cc.~ C,~;:"0~~~:.:"
; or one of their p~"iodic uez:;,os6st: of ni;;1T~erial~5t :C'[Ji.cs"., ;-;-..c;: Cc.~
,.:ill follO.'1 £0'11 Cl t:!Jila and 1.1ill thc~ tJe replac€(i by cw,o-t!;cr

~ O~~.'vC:: 0.f

Dodifferor.t color w.der m,;ch circ~~t,;u:ces.. 'l'c.erDpidalt~4:~t:~o:. 0:'"
vtJnitle:; mak~~ it sO~Gwh<lt moredifJ.'icul t -to ide~1~ify .-:;..1.1of: "c::cr.:"
h-u.t ,,"ith inc~.ea3L--)G oxporience 0::10 develops a ";,ixth Z0:-..:;,}\I. It, is
an dmusi.'lg.past~,c, rG:~i'.ir.isco~~,)vof lTo,;. J.:S. riliinc's ::~7.0'U.::jc:-:r:\~:..:L-.~S~1.0:>
on extrascnso::-y perception, to Hri~ dO;Jl1 the '01~tc m:r.:b f.:.:"0:<: <1Co::'
Hoich your si."rt.h Sc:lsa tolls YOilis a S\lrV"oilla~ce car, a.'1d "vhe."'>
chec~c' later- on or on tho follo1-rir.g d.c.1ys to see if it C~(,?;j 'r.}) bu~ii-.d
aGain.

?18tC Nos, CarT'j a 3 x 5 card. in the b.I,'t;;cl..'t pocirot and ::-..~'.;,cc,:,-.";:1.
plnte ~ors r.r.d brief description (HV : 'Ylhito vol!;~, BV : ~lL:e 'i ol:;~ I

i'j11: white Hoskvitch, Cite.) ~ thO$C cars positivol.y iric;-.ti.r:~GQ. ''::i','?1
XGE hoter pool :U; va:rt" but the sm.1e m.1mb~s 'vrl.ll rcappCir fro~. ti.--;;~
to time.

Coop0~tion ££ the ?olicc (~ilitia):I ~~vo fr0;uer.tly-zc~~ ~~;.:f~c .

po:i.iccmcn lift thoir ";)Ortr.ble r:.:.dio transII'.ittors ana. s"Ji?:.1k:L-1tc ",,:-.L::T.
11hile looking at ~i.f dplo:.iatic plntcs" This and other ci::.'C1,:;~.s~v~:~-:,i.:l
ovid~r.ce points to tho fact that they reg'lllarly report the locr.~ici: 0:
certain diplomatic vehiclo~.

,- -. -,rl
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SurveillnncoAroot
J .'. .

Surveillants: nuch .more difficult to detect in' c~'<?\:d?; ~'"'<ii:st.rial'l
surveill..mts are ncverthele~5 conspicuoUz by .tlihcir i.ncoru;:>icuoD.~..-
ncss. USU3.11yY0'U:1Z,..seldom ve;:y 5:torl ar.d never very t<lU, "'",r..::r.{
~re chosen for the ~bs6nce of distinh~~1in6 facial fc~turc8, clothc~
in nC1{-lookir.Cs.tandaI'dclothes - abl.lci{ suit <:i."ld('~uiet, tie :L1
summer, bl'o-;1Tlbeaver hat and dark bl'\.le, ;unitation-fU1" lined D..d
fur collared coats in \~-L'''rt.or. Ynura ;:::--0 sor::e .:lcpariures f::-o:r. '"(,~1i::;
hdX'icver. I or:.ce had cn~ with an or~ngc ::;?1i...""t --. but hn nad 0(;(;:-1 t;~o
driver of a survcill 4~cC: ca~'" scan e~rlior und pCd~[4pS ::;mr.~ '::r::i.C:"
Sn ort -CT.":> ."-!,, m .,.. ",,~,", J. cd >-,':C'

'''' 0 ';'~ c '.' 0
,..., .,.,..." eo '''' l.1.

~
Y

U~J_~,.,~~.,.'n
'i. t.l0bY v...a.

'"0:'''''
1,;"-~U~U .!.J..~~ . n JIAt.t.J ~\,j _~ t:>V h 4.Ao..:..~.,

"

D8tc~ction: '.l'hc"Y can 00 11~;':lo1-:edout" in c:fm:lded streets C'., C!1-::'c:c:::::~
s .....v,

" ' .

r ro-,...r-, a "'.)
"'x ~'-';""'; n ""

"',-.
~' l '--",,"'''''.;.,.,r.. <'~-'''''''''<Y''' s .",,,,.;... ..;...:_-~..., ~~.~~""'_v .~!" j-'L4 Y '--.~~ I.> v",,_ ~ VUo..i...\..L~s uJ...i.V::'lJ~ _u.~.

""
\;;;;.

In :lrt,cgalleriGs cha-:'l{1c your pace or even ~o ';,)~ck to a g31lGJ.'Y :.all
alr8ady passed and note the occu?2r;~s Gach t,i.:",e. ;

On le~~G frcquoll-t€d [;.-t~~;:c"ts dc.1~ec~~ion is l4.0Y. T11~:1 a i--;:;\-:.C~)::.~:::;...[;, i:2.:;C
a fE:\-; s:-'ort-c',1talleY'-J ar,d thoy .:1rG fo,;;,cocl t:l. follo\.. Go ir;t.o a ci.G.-

d0-5<lC ;md then reverse dircc~jion. AlsQ -':::'"1.:ally u';:Ta::;i~[,:." '.';:::",~1
th e ncighc.orhood, th c ntailll \-;ill d ck into a dJ:>or-~w.y. IT r.onc is
O~ n I\' C '.<'; 11 """""'" to a ~'"' c '-"' d '~oo "" '1 na'

.~,,-' c1 -' -"o ""~'
n -'1 -.::'.:.~.:.., ,.

l ,..
y;; _" 1 ..4.V~"':' _ .. '-~ ..Ir..,,"-u t.: '" U... -\.;;.,\ v" 'J

}wy 'U.'1ti1 YO'U have 9;1Ssed" or he Hill hicie behind a kiosk c...~ oJ~hc....
handy object. .Look ~t his hiding place for a Ii.~r;nt, ar.c..H:1t:.nha
takes his peok he 't\Till pop btlclc aGain.

C~:-ry a magazine and throH' it in a streo'.; tr~3r. .c~n:---Look arul::'~ci ~i.dc.s.il.Y'
~.""r."'-" ('r o

.; .,..c~ 50 100 y ..' ;
~ -nc.' yo'U ""..,v <' -:... -: -.; i 1\ ....O'+.~.;

"
;.- - .;.. ~.,

c: "'~.j.. b ..L,,"t... - c u.v 1. 4 '" -.::;\",,", il4 "'~.J--&. ... ,,~ \.;.. ~~.. ..&.0'" v....

hiding it under: hQS coat. He O~~his s11.periors 1-:ill ?1'oh::oly ;.;c:--l'-t:: i:;~
OV~r ,~ c .tOo 1I"''''~ re '''

, ,c ..~...<"' e ...u ...0
.,..,-i,.., <', , V..,,-.. ,.".

'r;"'"
..; ~ "': 1-.. J ~Ju.G 4... u'V\" "..l1.! "\JU,...

..;)
:I

"'"
"...u..~\;;

V"""'-"o
\.:.; .Iv \...1101".\01,,-'-".\:# ..\.........

. illuGtratea 'i-Tith the luxuries of the decad.url"i; l!os"i; --'l'i1o r;O';!Yor;:c:--,
Bou:JE~:md (brrlon. T'c.ey'love tl1Ci11. - - .

- -
SUl"Voi1J.a.'"lts ~o.'lletimes C3!TY c:\':-;'.\.'1';,\;.-- partic\~l<:i:,"'ly if' ~-&-'h;"'':f.

onu. ?:retend to take a picture of' ~O;,lC 3trcct xeno. Halk OD,) '.:.nc:~
look b:1ck. Your "tailrt ::-.ay be l)Dotoc-r'aphi g the s~i1e sccnij -- .1)y.:--'~:it:.:r
thoy e:"a;11i.'1esuch photos fei!' secret sigr.s of Uagants" or some ::;l.cn~

Pccul:i.a:c:Lties. Older a,--:d lTlOre e.":peTienc ed :<Q;ntailsll "iill sor.~dci.:,;c:]
"Talk a1011/; with a nO::1-surveillant pcd"ct.:::-i2.n, mi,,'";<lCL"1£:hi;;-, o~ :'.cr' :.::
conversation --probably 3skin0 d1.~1~T~questions about b~se5, otc. --i:'~
order to thrOrl off suspicion by n)?Ociri..~:; ~ bq in ob'tiO\lS~LY : ~.;._~cc:~
cCr.':;Kmy. SoIi1o S"urveill..~Yrt.s caX"J:".I 'o;'icfczses ~ Or s~ll s'Gitc~.:;e::.

.

In oid. Gcctions' of to'h'11 \'!hero tho;! :::ta~c. o~, and. lC".J.~ it,) t:.cy \;;:.:.2: .
bri~Xly to and fro in directions in '\o,:.ic11 you Lire root eoiI'.g. ?hcy~Y~:V
Talk ~~a:>t in order to koep 'Up ,;rith you in .1. G~or~l' S~~~~, ho-..:cv..:::;.

'i'hG vcr.! briskness of thoir gait is atcl1ta~_ .

Cl..VDiili~---

~ PRO~f.~~
1iFIC,iT1C:W-

SCH~h" .
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; Accomym1win;,,: Vehicles: Pedo~ur~n ~eillants (.md there ~c
usually at le.a.s-t ~TO follo-/ring ;. zingle ar.'b3Guy officer llho i:;
und~ surveillance) operate from ,one or '1.,'1TOClCCO:::pa~..g ,

vehicles, which d~op~hem olf and ?~ck thGillUp~i~_ord8r to
chaflGo tho faces of th8 s~eil1~n.ts ,before thc-j' bCCOI;',C J.::,oo ;'c.:;',-
ilio3r tooyou a..cl alzo :in Order to tal{o a ;ay for c:uc;3tio::-D.n3 ;my
Russians "iho havE> innocently eI1Ga("'~d t;1C ~;;i'c,a;;sY o,f:::icc,-~ i;-.
convOZ'sation (to ask for a l~~ht,) ~o e :(Cht1T(~e a tcn-r'.ilil.e r.ot€;
for ten sinr,los,) ~o pl"n?</so b;;ck r,.;:;.r}{o't dGals c'tc. to citt:":
U 'fCl{ 030-::.\:<:&1cr.ses). ;\cco;;,p.:L'1y-lnr; vei1iclcG also C3l4;.,'J G:~rr.

'::'~:mrvcil1a:1ts a140und a bloc;.;: i~itO i'Ii1ich t:'1C q,u::1::'ry :-"::';J ::.~;.: :"~~':::,---,~
(a, bloc~'~ in thtJ old 3Gcti0~~of .:-:oCC.G",i:::\;~rs a cc::7tai:l ~;-;GC:I~a.'}..~,~i:~C'~
to a;l ant :iilaZe)I so Ci~ to '0(3 ~;olc to i.'ltcrc6pt hi;;~ ,':::2:::-GVt'::~4he:
may eIr.c:;:,gc~ or to foiio';ol bu~::;e:s 1'lhich t,::0 cr..w.rry ;-.~::; c~~c:.".:dv

",

t..t the op~..£: U~ually one or ~'l-TJ rOilS cch:l"::i tho:: ~l\l;>rry; :::0;;;'::(,2,-:':;':
cvef;'~longside. '?:.ey stGr'.d. out b.')c:o.uSG thoy do not 1"8::,:;:;':;)18 ~:c:'::,:'l
",:,j'le,,'te:t,4goars, GO ~.ot ch<ltt.er. GrE:g.:l~o~ly, ~r:a k~cp the Ci'Ua:;.':':'Y:L.'1
siGht dur~~ L'ltcrIT~ssionz.

In ~ na~t,:rll~~rrt: S'UrV-eillant~ ~.;il1 '\:s1:ally S~C1t::"0 8~~t,3 -:J.c~.-:,,:,';j:i;)
ii' 1)0S3ibl:.; . Svj'.lC rcz"t...1.lli;~n.t::j c::rn GO Cl"ci",.!dcd, ho-';;()vc~"~ t.,;:~-; ~~})is

.. is iT.1po~sib10. ~~ one s.-.:;,ch rest,:--~'t:l"'al~ I WQ3 ~~~vice :J~~~t2(i' by -::'::8
h~:;ad-:.v3itcr ~t t!1C S:i:;".0 ~Qbl~, ne~r t:"u \.;~dO-;'l -- C~~Gpic"i.o"~~l:r
v.1cant on OYle occ~sic:1 and con~ini:1b only O;"'lOyour~f; r.,;::;-, D» ~:~c;
ot~jer. On the ze.:;ond occa~ion I r:o-r.iceC a f:: iliar G"1l..""'Vr;;illD.r:'t.
peer briefly "thro"J.G.'-1'the :Ji;-jdow at !:~e. I suspoct. ti,at th~ ::...;
the ta1:11c rC3erved.for ~1e.;,;tc..-n ~iplo:f:at~. -..-.---------

."

.'~ -.."; -,. OF~_.""'-, C''\'VW'\?';!-'''Y'';+'' 1"""'\'1';'''.;':"",)-
"""" "'~"'.'''.r''

~.,.
-~~'or-

.
0 -~ ~ r-J'-. ,,'c,.1.. V"--. 1tf\* ~'.\l...UtJ ~'-U..\,.;t." h..:J;{.L.J\~" C'X~.'O~)l.ir'C p-\I fl\..lvL:~,.JO :'~

""
On1,.. , ,l

;.. .L,.:
le ~- V ~.; -., ,!,..) ~'". r J...,..~ :...'")., ~ ..,

:"\ "")...r: ~.""~':/ "',l..;v '\la ~, efi-.C..L~..\~ P.1.ZC ~ a
' ;.;,"'

\ \.1\,0toJ~..;Jc-c..;~ .~al~...'..; v \,J.y

ar.-~ c:lsi.ly ic:icntii'icd (liJ~o the Jiotel R.)GciYJ)
> b"l:t 'th8Y ;:,'\;.:.;J"

,,?,ctinto the C.:l.';JCelevator \;ith the. quar-.cy in ord.er not to Ie;:.::
him ;~r()i"'!lzi1~'b:t.. i"mere pos:;iblc -t:'ley ~.;-'-,,-llGtation t,~~~;i:SC~.lVCGu~
o'..:tsiae: va:-.i:.c.!:c ?Oints .ihere the' c.:m ' ~":':::"

t()'W(T~,,:W:y vJ.sito,..s. Thiz, I b,...i; we, is us\l~l1y a Gi~ t:'1~\~
thf) y hotel guest. Hhom Y0".l are vi~i "ti;:g iz also under- st'l"V,;ilJ.;;:::~6:!
"""'-r-~ J,." ;-~._,_,_~-.,..~ ,--."!~..,.~.or-r-_,"""';-~~-'~",,,~-, --- -.~~.J~~L_'_~~ i~~~J.:..t~~",~~~'~~~wJ";"""'~'~--i-~~~':-_\-."":)-

):r::CWO~i,.'Z~
_.

","0, .
, , .

In the St'b\f::q:: Get, cut of your eel!" s'\;.~c.cnly,) j<1St b~o::"e t.:1G COV:"'~
close: at a utatio:1, looking sidcioliso to see wno elso m:1!-~'~s".:,h\~
,...,,~~..;"" ;- br "'ak Or -".,-:, ...0 ' ~ c

,... on ~ .; : 'O"\":4"'+c ""~>;11"" . n ''"'-~'T~~ c ''
,,....

~'"'"".4_~..u ~. .Lu.. '" t.., '"
~ "'.1u , .t"' r::.;\1

J~\.4-A.. :.;. .J. .~~ _1 \...,

al.1crity, :lftcr hcN';'-:lg s-urveyed the others r!aitinJ fO~4 tho t:.,..ai."lo
YO\lr IItail" will also displ.ay a suspicious slug&is:-.:1css'.

20
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MESSAGE DEPARTMENT OF THE ARMY

STAFF COMMUNICATIONS DIVISION
~-

:t\

PRIORITY
SECRET

GROUP - 3
DOWNGRADED AT 12 YEAR INTERVALS
NOT AUTOMATICALLY DECLASSIFIED

USARMA MOSCOW RUSSIAFROM:

TO:

NR:

ACSI DA

C 131

.

.
.-

131026Z JUL 63

--

PASS TO AFN~N

Ref my C 129

~
....

-.;.-

At OVS request Urban and Murphy attended meeting with
Capt First Rank Pasko and Col Yelistratov. Subject was 11
July incident in ref. O¥S returned Nikon camera with empty
fi 1m ca5:9"'ette-:;oCapt Pasko stated liewer and Smi th photograph~d
mil obj~cts and requested Urban to warn asst attaches against.
taking photos of mil objects. Urban responded wi th statement
that his officers understood and complied with Soviet instruc~
tions covering photography and refuted that mil objects were
taken by the officers. In addition, verbal protest lodged
(A) against action of Soviet militiaman who permitted Sov
civilian to remove camera from car against the resistance
of attaches, and (B) violataon of diplomatic irrmunity and
detention by Sov authorities.

Pasko refused 'answer question on propriety of militia-
mans conduct for reason investigation sti 11 in progress.
He promised to answer Urban'5 question after completed
investigation. ARMA still contemplating f~rmal written
protest.
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MESSAGE DEPARTMENT OF THE ARMY

STAFF COMMUNICATIONS DIVISION

PRIORITY
SECRET

GROUP-3
OQWNGRADED AT 12 YEAR !NTERVAlS
NOT AUTOMATICALLY DECLASSIFIED

1

I

FROM:

TO

USARMA MOSCOW RUSS1A

ACSi DA

NR C 129

~-ACSI DA PASS TO AFCIN

l2i429Z JJL 63
,.--

1. Maj Jchn A. Smith and lt Col Karl R._Liewer ~e~e
acc~sed by SO\l r.1 i 1 pe r cf photog raph i ng m; ~ eQI! j p t r 1:5 t:nb

auto with dipl plates on tre Moscow-Minsk hwy at apprex 1800
hrs 11 Jul". An_ IIAKT" was written. After 30 rrll ,tes "!:ravel-

,- -~ ~
-lers were~a110wed to proceed.

. -'-,

-J-__""C::--,...,r ,

;,-~
.:

, 2. Offs were return!ng to Mosc0w fr S~G~e~~~ ?~d ~sing
Leica ph'Jtograp~ed mi 1 ;r;;:taly ser 6, TFP 657-62 rr rcad\oJay
as they drove 1Xl5t. Apprcx 600 meters fJrther tnvei 1ers were
signalled by one uniformed mi1 itia to halt. Ths L~;ca ca'71era
was im~ed hidden under frent seat. 2 (tank) soldiers ca~e up
and acc~sed Maj Smith of photc9rap~j. 3 civ, one wit~ camera
and C~~ tank Cap~ ca~e up a~d said they had observed phJ~ography. -

3. S~V5 de~anded to see camera and were refused. A
sec0~d ii~~~ ca~era was ly!~g exp~5ed C~ rear seat. A~l car
dOt~iS wcire k;c;";ed a;;d US t rave 11 ers rer.1a j ned i os i de. Qu ring
excha~ge of ~de~tifi=at~o~ ds~~~ent5, with 7 persons mil1;~g
arc i~d a cf~il ian, u~~ctJced, reached in5id~ frG~t 1eft window
a~d un1~cked rear deor. Y~en grabbed Nikc~ camera.

4. An AKT was written up accusi~g Americans c~ ~~auth
phjto ~f e~~ip, witnessed by sc:diers, that camera Cvii(;scated,

__a: and t;.at Attaches ref~sed t~ sign the AKT. After detent ;c.~of
@ ,~ 8-30 :nf~sfra\ieTT ers-aTTcwed to proceeCfl'fo5C':;\v. --------------

~~ON 5. The confiscatedNikc~ C3~era had 6 ~x~csed f~~me?
-CKu-&I) ,

~ -:Eo taken ~arl Jer '" same day In Sri~~lensk. These not rep~~at n~t
~N

8 <5 pai-ticJlarly incrimldating. "f to~rist shots of city--were ta.:,
5 ~~ from Gorkj Par~ on high 9r0u~d In center of city. Col Liew~
§5 jz g and Sof:ski monumentappeais 1;"1 foreground andFORKRE3Tantenna
o ~~ in backgro~nd 1 km away. At this distance with 50 MM lens,
~ :::» ~ ar.te-'Ylae co~.lid f1.::t be p o~ineilt ~,:J~J.. Other 2 sh:>ts were taken
a:: a:: <"J .

.

~~~i f{;;;));;'r:;~n5tr~.km~
aw.ay.

~
r'~~':: 35.3
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MESSAGE DEPARTMENT OF THE ARMY

STAFF COMMUNICATIONS DIVISION

NR C129

. -

6. leJca ca~era ur.der front seat with exposed film
of mi 1 objects safely retu~ned to Emb. . -~ -

Comment: A. This incident wa~ a staged trap.
Follow up action by Says may be; Press publicity with possi.
ble pictures, protest note and PNG~eclaration, or no acti~~
at all. Incl ined expect latter.

B. ARMA p1ans, subj to approval by ACSI,
send t~r to SOYS pretesting illegal detention, y;olatio~
dip 1Dma t rc imm:...init Y and dema.ld i r.9 re ~~.j:-n of conf; ?ca t1.:~d
came ra. Recofil!7lend"0 rpt no pub 1QC Uty. '

"

Fld coo:-d: AMB Kehler -
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Tbe following infc)rmation was obtained frORl DS-2l31. (UNa.ASS I FllD )

SPECIAL HANDLINGREQUIRFD
NOT RELEASABLE TO FOREIGN
NATIOOALS Except NONE, 3y
Authority of OACofS for
I~tl!l, D~~(."'"
SIgned . _

>1r-/ DOROTHE K. MATLACK

DOWNGRADED AT 12 YEAR INTERVALS
NOT AUTOMATICALLY DECLASSIFIID

DDD DIR 5200.10

DISfRlBUTION 3Y ORIGINATOR: None

(~ Source wu shown picturE!S of the following Soviet employees at the

~ AIDerlcan Bouse in Moscow; but he ~Ias. u::able to p'1ysically ident ify any of the
individuals as KGBagents or infouants. However. based on tbe giograpbics
supplied concerning the individuals, Source was convinced that eacil was a KGB

-- eJlPloyeec..

Mariya rnMAROVA (laundress)

. Tamara B(X;ARYR~~ (first floor lIIaid) ,,-

Svetana IVANOVA (.ai tress)

-

Elena SaIRNINA (second floor aid)

Lyubov TISHKINA (laundress)

Eleonora UMANETZ (waitress)- .

Zinaida KHROOOVA (barlll8id)

-
--.~,;:-.o; ""'- .

"A- .

COMMENTS: (of PTeparing Officer)

I'vJr
whlcb the
addition,

24 ..

Tbe circumstances prescribed
debriefing was accomplished,
Source', attitude dur1ng t~e

by the US agency cODtnlliDg Sqnce. under
precludeG exhaustive questiODiag ot bi~ In
intervie.. liaited tlarif!c'tioa of
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discrepancies furnished by him during various interviews, as well as, discrepancies

-' noted with information furnished from othet sources.

-
.';;.

"
':' 'APPROVED:

=10', '
"

' ~ A"-,' ~ 61~~-
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ollection Division. OACSI

"

...M"',,

'

.
." .::

-
~

h

'-', ,

--

"

. .

tfCiUbEDFRO"G~-
T}ECLASSlFlCATlO~ SCHEDULB

!'~... ':r -

.

REGARDED UNClASSIF1£D

ON MAY 2 1997
'.

BY COR USAINSCOM FOI/PO

Auth Para 1-603 OoD 5200.1R

.j.-'-.

-n'':. '-.1

.
"

~~~~..: -
:...

1

.1

,
'.

,,' i
;
.

..
I

--

t,
..

,
.
..

I

.

- \ j

1.,

1



-;,
.-~~- .~-~. ~~ -~

- ~->:~:-~~~--
~~-~_-'~:~l-'~;-~::~-::~~,-.. . JOlin .m"~u¥.7"'".c:;<;-::;~q-.-'"-

.. ~- ,.IF --

co 66ft CIC GP BADC1JISt.(ft

.. co erc BG8m O!'PDMCB

.

- tJ6{,r 1{7:.;;..uOPII POll CIOCIB,.. CIroi

SVBl IS JI)~ CIT! DP ur OURIISG Zl!3) P'Ift FIVE ZEROIIIJiE AJD)

- - -----

- IOUI ZSII) lIB tW PD m:>ctJRIM!ft0' oopy or 'N> 100 CURRISSUEor

Dr LTRR1Rm BJ'!'B AlIff CI8 STAt'S DWr AID Gat P8 :IDC'f IDBIft' OF
-;..:.,i~'- _

_'_ _ . ..::::.=__ ~_'~'_' +~

s:rr ORGV1S 1m' CI'fD U Dr -p.-iiirm:s-. CI!D-iBou
.

1mB JaG THIS HQ PD IF YOUR BGI IS_)I)T 1BIa TO PIUILL THIS JIS)J_. DESIRE TH}§,JlQ BE NOTD'IED SOTRA!
. GIIf/.1CTIO. ~ BS TAID TOPiOCUDDBSIUD XAPS T1R)U(JI OTBIR

.. '.

-~---~-~ ~~~ ~~--------
11/1: 2 lughne of Ber&lcI 'fri _ Ale a\ all Stan I: Stripea

. Mot nand8 ucI 011.ale at. Ger8u __ __""wlaoarrJ._ arUe18 abo
1an.moe or a .., of t.he Clt.7..t JI)SCX)1f\0 U81n t.raft1len t.e
USSIto a'ftIU SoTpo110. ... n\7 apM1... Loa ,... ag_o.1

._ J - \he . lip 1188 &i._~ L4.k._ret d.~" Po"
'. 188\1'\0 pnnre \w cop1..of ., r.r tid. 114(.... 8ta\e4 _ 00

.t 2 18r8ld Tr11na. 1 &~18 urI. Nfl .tanJaer i4.. of
,"-ore. n.. req aala te pardlue.,. T.. aft _ ~
'SY~ .

DD
_~ ~~~_~~3 _

t£PL\~ _~~ ~WHICH IS ~ fOIl AlMY USI._~;
.

_
T-

-1-, .

~0Ia (S) U.1M~ If,..'. ;:;
_..:.~k-~ o_-~

.~

j

.-1 -.,

i,

--

. .

-.

-.

.._~;;;.

i

~ I

;}j -~_r

- -

-<I

''4..



;..
"- ~-

>' "
::..-r.

- -"- - - - -,-

-~- '.
-'r"'

-, ,

"

1,. ~- , I
J

", .--
--~ t - ~- .

I'

. - - ~

-

~

r . ~

-J f

--- -----------

Z-<.T:-
.l..J-.: :::._

l "'>.!.- ~. .;..::
-"

-.~- .

I
. 1.-----

_
J

J; ~

-
"

-- --
.. -I'\ -~ --.

-. :'"~:~



...

t:
f"

,

~
i.

~"
~
~
~
..

t
.'
.,,
r

l
:..~

"

;,/~~~~IP H11~BACf\':~~f,~":,~t~'~1)~~~':~~,,
-

. -. ~
-

. .

TO CO 66TH C' C GP BA» CAft,fSTATI:'
- '- -

, ,

DA GRNC -

BT "- , ,

.
- -.

, ,

REFNR 0920PR FROM CICOE FOR CICOE PDSUBJ IS f't)SCOW CITY '-pwi' Cfk~
> ..

-'
:; ~.:.

'YOUR UNCL MSG 05509 PD AS~O GOPY,OF 2 AUGHERAU)~:qlBUHE ,GfJM ",., ""
-, .r~" - '"'..;; .~ _

:'r. - 'j,< .~-~{>~

ED IT tON ts AVAILABLE CMMREQ f1jRTI:fERtNDENTtFlCA TI:ON 'OF 'AtIlt-SO'! "
ORGANIZATION PD -AlSO REQUIRE AUTHO'R'ZATI{)N'Te~GHAsE~,~,i',~~=t~4

BT
,~

'::"":',~,:S~s~;
.,'-"'~~'

CFN 09 2 055 09 -- ,':fl'~t :~,
". ~ 0, y,,'

23/C$47Z
,,;,-~-,~:

- - ..
" "'.."

~rljJ!0. .

3
, "

p;
,

~ ~ , ,UNr. A r, r~-~~
.

-

- , , ,

' u---'-'O~','
' ~

-
,~'--JE~';,

. _

Q
(If; 1

~
. (

I I', ,, l/~
,

'
''.;;'''''', "J:

,

'

,

"

'\':~::>

,

"~li~~~~-'1<
/J

' ' ',' 'f..3.;, - ."",...,,",
'\

'
"

. ~ :",=\.;~~,'~{;J,::!.:i.¥iJ~;;-'<~

NNNN
'

, .

" ,,(!
1:::' :')1~~'~~~,:'~l~~S~~~'?~-~

.
.:: ...,.

". ',.' ...:'.~~~_r:--<~c~;;~;-~~;~:--

RECD 23 AUG 56/1022Z,-
. .

..
.

,2B _ ...'.,_..~:~~X-;,;~~...~,~\o,

~j~/~,- ::'-:f.~~~!.:~~~~?~i~.¥~;~~:I-~~r.::\:;:;::)i~i~Bo-~-

~ :,--



Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
"rationale for the deletion of this page.

I-~I
Information has been withheld in its entir.ety in.~
accordance with the following exemption(s) : w

~
.., It is not reasonable to segregate meaningful portions of the

record for release.

[~-J Information pertains solely
re f e rer}J?~e t 0:77you and/ or the

to another individual with no
subje~t of your request.

~ Information originated with another government agency. It has
been referred to them for review and direct response to you.

l-' Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.
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.29 MAR~6J'
'fOI .u.;, Attaobe, MMr1c.aaB'8bM87.1Ia1ll_. usa

.,,\
.

1. '11th tbe8881~mcit ~ tb8 ou1M, ~ fd OrdM,,", the An1ataD~
Chief or Statt", ~ bu d.tend.~ that 01117 13.UDke. WI, -.ct1_""1'8 built.
None or the.. 18 be1.1nec1 to baTe Ian t.b8 Ubi ted Statu an4 oa1.7 one 18 ~
to be- in ex1ateDce n ~.. ))l'88Itd t1lll8.- 111 tM Ordnance .\ AberdMa. _
M8ryland. The otbe1'8 1182~.1 tber 801"apped, OJ"uaed tor _pJWer1ng aperi-.nu
with the exception of ODItl1.at.ed1.n the record .. 8upended,8 di8p081t1oa fd 1Ib1e1a
1a unknowD.

2. Bo record. could be tOUDd of anT official re1ea88 -or ii1tOrll8tion on the
lfed1ua 'lank WI to the USsa. R8corda..8rehed included tho.. of the Internati(JQal
DlYia10n of Arr&7..~~ 'Orc88 which CODtl"01.led all. War Departaent. 1t.. funrl.ahed
to the ~ und.j{~leDd >14taae and which are Ix. 1n t.be cwst0d7 of the Historical.
Seot.1on. AGO.



. ,

,
~

'"-,,' ,

rea BlCORIhLed 1... ;ru.. c4 B:1n Diy obeolDedtor WI. -.cI1_ ~.. with
nept.iw 1'MQ1~ , m_ ..., aD..\III' 118ftre~".-d frea Ia~ ->

II.Y or ~ wb1ab~l8d aUlD ~.ia I8t \11-. 1I,1A8~ ,,"-;S"~'
. ' " .' , /i"\"" .' "","

,

. ,', ''''4"

a.- ~dU_ CaatNl ~ wtd.Oi11ft 1'- aDdquDU'Uu. of .a. '.
~ USSR, .. wen u oanoeU.ec1 8Dd 1IDt1.lled.requirea81t.a (p.r1od 1c)u-4'~ bo'Ua,
iDol). ~_",

'"

b. .Protoooll1~88. which coDt.a1.D aU requnu ~ b7 tJB9 and US "Plie8
'\h8reto through 191.'.

).' Orctnmo.a Mr. a:. 'I. ET8D8~ Ix 6432~ who 18 \ank re..arch expert and W8a
t88il1ar with and has fil.. em. ..1 tade produoUon in ~rld 1:far n, sta~ that h18
tiles .bow that. oi1lT 28 117. we. built.!. the.. all in 191.2.'. Ba.ilder waa IntemA

,

tional
Barvea~r Co. Contract Jo. ... 849. ~ indication that USSR reC8iTed V7. nor ia 1t
10l1cal that tMy ~d have. Other record8 1no!t1~ ot Lt. au. J. "&. E.ngler~ Ord
Field .JeMiee IJ.T~~OrG 28 W18 WWNord8~ acrapped and aU ot.b8ra were de.1gns.t.d
tor exp8n..ntalptlrpoa... 10 record ot whet.her th..e 1natruotiona ..ra carried
out. or what happ81ed to the 1"8881nder. the recorda are T8rT aketch7 and no 0D8

"
"

Caald state wi t.h asauI"8nC41 that the other tanka were eTen bu11 t.
4. Ordnance recorda show tank now carriAd .. UNCLASSIFIEDand ob801ete but DO

1nf'0I'8t1on as to 1rbether this ... the cla881!lcat.1oe at the u.. ot atg.
=

5. Lt. Col. Oeori8 1r. Cuapbtil, Ord, 716" Ud old Ord aalTage 1"8cord8 ebecked - -
to attapt to f1Dd '..mat halppoed to the JD Unk8. , Th.. 'record8, wbicb 8ppeared to ~
8)re accurate than the OUwI'8 in Ord n.nt (which are are COI180l1dationa - no\ onl

) ~~,
Coreoorda have.bMn UMd 81: bu1a tor.-NMrM- UDder para 1 ot 18t ind. 1. CupbeU

1"1.nI1¥believu b.18 record. are 8CcuraW and tba~ no W18 went toth8 U5SK. -'1l -,.ra
" ---

. in tb8 US OJ!20 BoT 4'. ''iT. ordered scrapped on ? Jua8' ~.n.c1ared obeol_",-
-

18 Jan 44.
.

6. OR 24 rei> 50 Lt. Col. 1. It. YOUDI, '0.), who worOd on tmk design and
procmcUolI at Det.roit Tank Arsez;al during period 1rb8n )08 1"8 built, stat.<! \mt \be
tora which tol"ll8.l"d8d b;r t}w.. "OOW appean to be 8ft autbenUc, 10cal17 d88iIDM.
OD8, il~r to tboM in WI8 at the Uae. He aa1d 1t -.auld noraal17 be att.ached 'f

t-. w a roll oL ~ em which ch81iM b8d been..-de, !be" Ru.iaa'l.a Or/1o..
-;0--0- p1'H8f1t-in- De\n,l' '.!lo m\ linn free nm t4. the plant ba' 1mo bad~ u .

,

repreoentatolva ofm a11T~ cona1derabl. opporl1m1\7 10 ... W1al8s81t'18d _towr .
"

~~plua arq other _t.er1& in which ussa bad aD intenn ma;.r Led L__. L\. QaL TAMmI.;;.
... -1'7 t~l.r wiUltb8 product1ODor tb8 JlI'1~. ~'" all hM been .,~4

.

bU could not state po8iU1'8q. - ~
_ . >~O~

7. Cot.. E. L. Cn-i~:a~ o-..r.~1Ibo 1fU 480 _ .\y atDetrat\ TJ8k .1I..~l dOg Z
~

W78"'N belnc duigned 8Dd proch1~, .'\aWd t.bat tb8 x... \be Rus1& LD Ottic.- ~:x) E5
dealt with h1a aa l1tUe a. ponib18. 12» La 0tt1c_ )aM . pei'8C1D11l~7whiCJJa.~- -.. tU.;t; ~- ~ to cI1al1lr8 IWI. 118pre~ to "'" 1as1181o...: ~ "'"

~~
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~
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peopJ.. aroUDd h1a beUewd tbd. M q\11 tl..~ B1.- uuj1 NPl1:. to ~"';";;.'tt'
waa 811).. TheauHi_ ... DOt.DOrI8811Tglwa _ de~ _.r1a1.'OJ" to8T~> :'5'
ih1IiI clas.ified. Col.. ~"P aU"', ~.ftF,iD reply to a <lireo\quest1o.
by Li. Co1.. Clarb, \b8t tbia Ln Ottiou Jd.ght po881bl7 baTe gotten the'subject-
tona at Detroi'. Onc. the tank bad beeD declassified and declared~-ob801ete thera. .
would not have 'been 8l11'partleuJ.ar6:-e..on for keep1n& intormatiofi on the 'WI fro:a hiae'

8. lfu88rou personl interviewed by Lt. 00. Clarka stated' that the V7 wu
"8088thing of a "leaon- am that whether the Russians got the plane leg1timatelT .

.

or otherwise, the,. did not get very much. Ifo one W88 able to state .td'th certaintl7
that the USSR di. not get. the.. papers legally. 10 record appears to exist iD
~h1ngtoD which showa any Hu8sian accee8 to the subject tOl'1l haYing been granted
by' US per8o~.

_.

. 9. File check (Q..2 andQNI) revealed the following cODCerning:L-
). USHavy, C )

a. Navy'u.1ted background" investigation Aug 1948, resulted in 1m finding.

_ . ~. 1fa~ invest. consisted ot interv181f8 with father ot sUbject, neighbot-8
(.

.

)an( ) of futchto1rn 110. and ~ Cha!'ee, 'Yo. . .~

:..~~.::Jfointervf8Y8 with DI1l1tary peraomel were included, no Intervien with anyone ~
c

.

~~ has ... kno!m subject a1nce age ~ 20. He ia noW"J9 (born;
.

~

( .) 110 throlr-oft interviews. All of above were listed b7 subject. ~
~ ~

..:') -
c. Navy reoord o! militar)-'Hmce aa follOWSt i,':) -

. 0
Enliated AtYITJci Jan 3l~ d18charged (bon) 24 Ja 34. /3
Enlia'ted 1Iav)r23 Apr 34, ~nli.8ted Apr 38. LQ
Warrant, Navy, electrician. tezapora17 Mer 44. reenlisted 1946.' .

c

'10. De~roit Tank Ars.na]. file8: Negative.

11. K. C. Recorda Center, AGO- negati ft.

12. Following action WIIa W tak8l'lf
. -.

a. Lah f.eat8-ol-paper,-i:&;~1Pina eto to ~ US orlg1.n.

b. RefiivisUaation ot L
COORDINATIOJ'fz 5urveT SectiOt', Intell1gence DiY, 0-.2. ft1j.K-£.8?/1r"J1,).:N60.J7S'3?i

__u
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Freedom of Information ~ct/Privacy Act
Deleted Pagels) Information Sheet

Indicated below are one or more statements which
'.rationale for the deletion of this page,
provide a brief

o Information has been withheld in its entir~ty in_

accordance with the following exemption(s) :

~

"- It is not reasonable to segregate meaningful portions of the
record for release.

o Information pertains solely
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Dr&1ring nlDlb&r:
.

SubJect:

Bl95457W

M9dima Tank, K7

NOT. 12, 1942

J'11e number:

Hr1ef ~ r&aSon tar chanee:

~.-' - To c~ with changee made in electrical install.e.t1on.

Text ~ revislo~~
Line 2: . "7" changed to "4". "21" changed to "22".
Line 3: "5" changed to "6".
Line 4: "9" changed to "12".
Line 5: "3" changed to "2". "10" changed to "5".
Line 6: "7" c't}~f18&dto "3".
LiDe 8: "A2.l3567.,,/"A213~7E", "D40732B", "Nu.t lock", ":sr.",

"C~", "1" added.
"16" changed to "25"; "20" changed to "29".
"6" cbanged' to "4".
"2" changed to ""4".
"12" changed to "10".
"4" changed to "2".
"BBSX4", "BBSrtAB", "DW732B., "Nut Satet;r 3/8 - 24 liF - 2",
"S", "Caa.", "1" removed.

Line 24: "2" changed to "1". Co1mm 3: "(I)" removed.
L1ne 25: "A231139 (1) II removed.

_

: Line 13:
j-_~~L1ue 15:

- Line 16:
Line 17:
Line 19:
Line 20:

Revision date Nov. 11, 1942 added.
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COUNT;:R fNTElllGENC£ CORPS,

(~th, CtC D ri
'

UNITED STATES FORCESlN AUSTRIA
APO777 U.s. '-t

n'~
,. J

.. -' I
.

~
SlJa.nCT. Irregularitie8 in Lateral Mail Oo~cation8 with

Office ot the U.S. Mil1~ At.tache., )k)8COW. .

A.C. of S., G-2, U5I'A
Attn. Lt. 001. Hoyne

-' i. ReferOO1ce i8 made to Lmmcdiate Action letter .iGAO-S
;11.1;, ;iar Department, the Adjutant General r a Office, dated 18 March
1947, aa.me Subject, clauification SieBET. '.

TO

2. There i8 tranami tted herewi t.h a diagram outlining the
variou8 tr~881~~ routea uaed in di8patching official corre8pondence
from BudapJit.,: Hungary; Buchareat, Runlania; and Sofia. Bulgaria. to
Moicow, USSR. ~r~9 dlaJram alao illuatrat~a the va.rioua placea which
the mail would pa88 through. en rout.e to )Ioacov, thu8 outlining all
poaaible pointa where miahandling c~u1d occur.

;. Thia Office intendlil to inatigate a complete invEUiU....-
tion, ~vering every point 'at w1'1-ich irre.?;v~ari-'-"ie. co'~l,:i iC::;r,ibly
occur. Special Ag6Dt Harry J. Ptaltzgra:ff will conduct. the inve.~l-
zation8 at Budapeat, H\mgary; Buchareat.,; RUMAn"a; and Sofia, Bulgaria.
Special Agent P'rank P. Dierica will conduct the inveatigationa at
Munich, Germany; Frankf'urt" Germany;. Berlin" Geraan;y; and Paria, France.
Both Agent8 will jointly conduct. t.he inve8tigation8 at Tulln Air Ba8e,
Auatria and pertinent. Inata11at.lona inVlenna.Au8tl1a.

4. preeent. methoda or handling mail,. pa8~ methoda of handling
mail, pre8ent and P"'~ per80lmol a..lgne.d to handle maul, per80n.
l"up.on81bl. tor t.h. di.pa\ching and reoe1Tin& ot -.11, directiv.. tol-
lowed in handling _11, courier aerYic...: 8Ode.-of tranc8810n ot
mail, regirl.ry rKord8" receipt record.8, ADd all other ...tt.er. pen.in:ent
to SUbject. vill be thoroughly inv.illga\ed.

-- ~_.._--.--
- -._~----------

->,.

-~ ..~.--~,.

. ,

5. 4t. the conclu.ion of t.he iDy..up.:\ion" .. oOllplote ro-
pon ou)lining t.he p..' and pre8errt. ari.bod. uHd. iJ1;~ t.~.8101t of
mail,. diacrepanoie. tound" and reoo_Mldat.i0A8 tor correctiy. __8Ur..,
will b. 8U1ait.t.ed. . ,

,
'6~ It i. eriiDIs.tH t.hat 'thi8 1nye8'\igation,. toie'Uler vi\h

tinal report, will be cOJll>let..d OIl: or aboU'\ ~ qr11 1947. .
'

\
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L. - !'oint. where 1l&i1 originated in ~'MD cue. or 1rregulari Uea
in later 188.11communiC8.t1ona wit.h the Offioo. or t.he u.s. Military

~
At.tache, )(0100111, US8Il.

"...

B. -;:.- Point. where previoua 1nve8t.igat.iona have <ii801o.eci irregu-
Ian tie. in lat.eral mail communication8 with the Office or the Mil1 tary
Attache, )(o8COW, USSR.

o. - Point8 of wepected irregulan tie. in lateral mail communica-
tion8 wi th ~"Of~.~e or the )(111 tary At.t.a.ohe" )foacow" USSR.

--~-----
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,I. ,6n 'lbt11"sdq, 17 October 1946, Lt. Colonel Robert I. Coftin of this Branch
interT1ned a ~. J. p. Wataon of the Badger Engineering Collp&1V. ... Watson had lJ
just arr1. Ted rro. the Soviet Union where he had been employed in Orsk .. a consul ~
1ng engineer in the cOll8truction of an oil ref1he17. Mr. Watson' _de two trip. to '

- JIo8Cow,one in June 1946 and the other in September 1946, just prior to hi. retUl'D
to the United-1)tat.. Tia finland am Swedo. He 1r&8interrlewed by' the haricM
~ IDtelligence at the :l6:>scn I!'JabU8y during both Tisits. Mr. Watson came to .
the PeI,1tagon to report on the method in 'Which the intervi~ ...ere conducted., -

[-

"

2. Mr. Watson was .ost unfaTorab1,y impressed with the caliber of the Intelli-
ge~e Ofti~ers in »Osco... wi th whOIBh~ had contact. He felt "thq are like children
when dealing withrthe wIJ.- )Ir. Watson's first contact with American Axrq Intelli-
gace in Kosco... wu throuah Lt. Colonel Gar7 H. SchUll81Ul. Colonel Schumann intro- '

dilced him and turned hbt over to Colonel Jame. C.' Crockett. Several other American
¥:-;-- officers had dealings with or interTined. Ifr. Wat8on. However, Colonel Crockett

appeared to Jlr. Wauon to be the guiding intluence.

3: Ifr: Watson'. first unfavorable iJlpression came during hi. fir8t interview
in J!IDe 1946 when the, ~terview1ng officer 8aid, -!h, yes, ...e haTe already inter-
Tined yo-ar Mr~ Doolq and 1&-. Haailton and learned m&nT valuable things froa them.
We hope 70u can tell 118 as mucb.- Mr. Watson remarked to the interviewing of?icer,
ttrou sbouldn't tell me 1Ihat other Americana 10u have internned sinee all....

- American engineer8 are Terr close to our interpreters, and in a l80aent of thought-
le.snes. or drunkennes8 Jligbt happen t#- r8lla1"k to our ihterpreter that so-and-eo
l.8 supp1yiDg information to the American Intelligence.- fbir; .'~,.tement, .eell8d to
8urpri.e, the officer who apparent1J' had no-re&1isat1on tJat ~1lCh a thing coUld
bappen, nor did he reali.e, a. )Ir. Yatson pointed out, that u.n;r of the American
ci rtJ.iaIl8 rt.iding in the BoTiet t1n:1on do not lite each other and in uny -cue.
are seTere rin1s. ' '

. , .

i-

I,

4. -.Mr. ifataon '.. second surpri8e cue ..ben Colonel Crockett phoned Mr. Wat80D:, ~.

_--a-thli -rOOiI-a~TJii-llit.ro~T. Hotel fro. tta. ..in d..k in the Hotel lobbT. -'-b-~-
1rr. Wataon r~ke4I,- -If I were eTer to be of further T8J.ue to American Intel11gence
I could not be/.eeP in the c~. of ColoMl Crock.tt~ who"i. kDc1mthrougho1tt

',_ Jbscoy.. the 'head of Aaer1caa Inte111gence." )Ir. .t8cm.iD tM COIIp8IQ"of
~~ C~1oneJ.Crockett aDd seTeral other of!1cer8 dro troia the Jletropole to &11u.ricaa

Otficen' C11lb which 1s cUrded' b7 RuaiaD MIdi.. aac:l MrTed bT Russian civ1li.aD8.
itter a f,. 8Oc1&l pleuantri.., thq adjo\Jl'Ded to a corner of the "1!1~ng roa were
the interroption ot JIr. .taon bepn. ... .t8cna'a tint and natural reaction

- 'WU to WOMer if then 'hr8 &'lIT hidden mcropboM8 concealed in the walls or tarnish-" 1
. .

- - - s .,

iDP Bearb7... he iJIqai,Md- &bo1lt 'tbi8 _tter u ... toldb7 the herican oft1e... n

tha t th"7 ':aid'<DOt-'1fIDnt-aboUt nO tit.. .-.
BIa.tIDBD PaolI GEIZCDW.
- ~n~ 8CHBI)UL8

CONTffWl 0
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INTRA - OFFlCEMEMORANDUM

I
f

(cONTINUED)

TO
- .", -,-" ..' "-- -

. -
...,

- ~~-~-

Go.ment »O't'le~.:a1n18d",'_,~'" F~OM '
.

DATE ~ COMMENT NO.

'.'

'
.' '.'

,
u

'~.~
",'"

'.,:

,;' .,.;c,
,

.' '. .
~

_

'.

.1
;:.

" 's. 'The Dext'~~Jfr.'''':_t$9rlft!!'t to the ,fourth floor o,t 'the B8basq to :

d~liver~mepho~gTaph";'!Leb&dJll8de~ ~ .Orsk'~ea. '~ be"1Ju,~ tbeaet,oL
pasting the' p1:e'tur;es', $.0 an~r!1cer,,~ther American otf'icer yj:Ur' hi- Ru.ian
c~uftnrft1'ke<!~~:'the Wi),.~~'!c~~'te1Y r~i1onng'this.. th~orricerh. ~'
talking to, .eDt' "Cro81!' the hall$c> phoneaphof,Ographer abouto<ha"Yl1aC'the.photographs-
enl.ar ed. ' Inth~ cJJid8tof'his' ' !me cenTerSation ' h. bellcnred 'ba~1cacro8s the
hall, "Oh, JIr. watson, what 8ize'do you think those pictures 8houldbeenluged to?8
)(r. ~t.,on 'sillpr~8Sion 1ra8 that the officer'8 TOiee could haTe been heard bl~cka
away,:~ :~the wind01l'8 all being open in'the June heat. -During the June vi8it
)(r..1'a~Jliladeanangeaent8 to haTe hie fil1l8dueloped by' -the Intelligence.
Ofricera.'~tiJg~. 8l.D8erin the Grak&j.ea he photOgraphed uny forbidden tbiBgs
8I)d tin&11y.ha.d tw'env' rOn,80t fila Yben her.tUrned to lbaeow in D~ember. Upon
b,i8

.

~
.

r
.

ival en 22 Sept
.

88ber he'~~81,. Went totti-a JIU
.

.

itat"y.1ttaCh
.

e's-ot-fiC8

&t¥i uked that the pictures be duelopea.Ui JleJIIG17 of ,the June anangemen14
SeMied :to havs' fie.d 'the:a1nds ot the lritell1cenee'Olf:lcers end, although<'M wled-
TJ,goroU8ly'~ ha~e;;the negatives'develop84, .Tent.ually 'Vr~"""wo-n took them to .
a Russian photographic'lItOre Where they wm deTe:tOl'ed withoutb.1.ngcensored.

.,,' i .

(BOYhedGesn'ft kno1r~)' , . ;".,
' ' "

,
- ' -'. ,- '";...;-t, _"'

,__. . . ~ .
:."

""

~..
.

"."- -
,

- -
. .

- "
.- . -'-"';".

.
~ - -

. --
.

6: Jlr~ 1ratson~s ii.nai eXpe~enee Yith 'the ,Military Attache"s Office in
'

~c~ in ~ept~erJ946, j~t ,prior to his cd8J!8.rture for this, country when _.
he was. taken to .the con.!'erence :room1rhereall no~li tary- 'people yere interviewed.'
Th:.i,s room is. at the, back' 0.1" the Imbassyon the fourth noor and f&ces the Russ.1an

.

.,titute across an open area about '150 :feet 1r1de. !here is a 'luge bqwindOY' ..,:

at tbeend of theroo.iDand the 'afternoon 211mcOmpletely !looded'the room'nth llgtrt;.
Mr. .a~n; as he sat dcwn,rem&rked, WThoee:RUsians can .eeri~t.in heFe.8 :,',t'he-
answer .grve~ by theintervi~' o.fficer was, 8. :Cot of people squirm When tile;r ,

,

first come into this room. 'We have been meaning to get curtains for tbatwindo1rtor
JW;)nths, QutYtithaven'igotten around t,oit yet.8 '

"

,
'

0

.

..

ob'

"

,

'

,

~

-.
., .,

-

'7~- Tesumup 1fr.),Watson'. r.action,tQ his treatment1)y the American ItlteUii
O!ficer8uibscmr, -'he ,reels' thtt~ as &LUOuP tAey careuccmpetent becausetbey40' ,
DOt pri)tect~ theirWor.ez..lroa ~eFi..al by the Soviet Government. 1'hq, do c,_t--'
seemtor'ealise thatthe;t ~estroy t.hlVvall1e.ot ~ J.ericuinformant by', makiJig: "
said intormantsubj~ttO', strict 8c:Mttiniby the Sftre.t~ Poliee. .1s a matter or ,-

tact, 1&'- .t8on~.t88i. ~thattb87' areeTen"j'80j:>ardising the liveS 'of Aiaerlca.i1
_c,

."

ci vil1&ns.
."..,. ,,'

"

'..' ,',

' " "

~ r- .

8.. It is believ.d that thi8 utter a,. be'of 'great inter~-2 '\0 the Secu,t:~/,
GrOup'oftu'.Iat.1llcenee D1Ti.i~.Itr."__D 1i1.71:>.!~~~~ted~by writiDgs ", ,

.., ,-

.'
.."~' ntc.LJ.,SS:r1I~c' fCV ' '

1h~"','~:~~i~~.}'-~-

,:

r-~{ :CDR US"i.1: _? :~, '.'L-- . i:~
.
;""-"","6 1~(~n',DQ ,-,::)2, .i-R

A.vi,t{0'-';"', "
. '\ . '::.~-

5 use 552 (1;})(6) ,
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RICHARD PARK, Jr.
Colonel, GSq. _
CM -~, \,...: ian Branch
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TOP SEC~ET CONTROr

. A. C. Of Sa, G-2, DA ,:
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Chief, In1i:il~geno. -r~.lol:~ 'a..r"
' '. .~j '.~~ ..

-.~1~1
,

.,

BUBJBCfI

TO ,.

':WY'tf
1. Referenoe i. made to a_b441.~a I~ 'I.'..b A, da-ted 22 Ootober 1946,

"

- -

subjeots Intervi""" with Hr. J. P. 1fats?n. _

c!a5S//;'e-.J- SEfR fT

2., Attached aa Tab B is ft letter~addre8sed to all Military Attachee

T~~~~~v~ a/~~Ot i

"
f~

oi'1ilian inf:)rmants.~. a -I---(;(~~
' -

-
~

-

:g T~~~~~v~ a/~~Ot i

"
f~

4;. Rec0nune"ndatfon: n"'~1the tench"at signature tab. 09Veri:ug htt9~
.. ,

4. Concurrencee:

Chief Se'JUrity

Chief Attaohe Br

2 Inol II
1. Tab A-10M-Interview with

1:r. J .J;.! _~~!pn
2. Tab B-~!Jtter to MAts

fJ/lA/l-S/./ ~

kF~l't -,
Colonel, GSC

>
~

";i---'
,

RE'GARDEO UNCLAsslftD
r~~'

~;ON

. u: /...~.tM't
.2 ...

1 BrCOR USAINSCOM fOVPO

Auth Para 1-603 000 5200.1 R
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DRAFT

SUBJ~: Interviewing Cl vUian Informants in Foreign

S~ .

.

TOPS~~or
-

A. .C. Of S., G-2 DA
Countries '

1'0 :~~
"

.

~-.
"'-.

1. Seourity violations }ave reoently oocurred duringinterrlews with oivilian-
employees of AmeriCan firms in foreign oountries. These violation. have been

--
brought to the attention of the War Department by individuals who feel that many',

--_. ~~

of'the basic 2rinciplea of intelligence security were violated during their inter-

views with Uilitary Attache ryersonnel.

2. These interviews, in ~any instances, have been conducted in public places

with very Iittle"ycnsi@Tation being given to cover and deception. In several

cases names Ofr~{~nlians~;;if~~iewed have been casually mentioned to ~~~~~ about

to be intervimved. This has oaused considerable concern to AU'ericarJ firms and

employees, who are generally willing to give freely verj valuable information,

provided that they as a source of such information are protscted.

3. The safeguarding of sources of information is one of the basic princiDIAS

of intelligence and is vital to the suocess of the entire plan for the collection

of inforr:1B.tion. I~~ediate and continuous action is indioated to insure that all

civilian informants are afforded the utmost protection. If a. oi vil ia.n informant

or an agent is compromised, such aotion will invariably reduoe or eliminate his

any compromise of civilian sources through oarelessness may well jeopardite the

confidenoe in which the Offioe of the Military Attaohe 1s held by all sources of

information. Civilian informants must be exploited. but in order to do this et-

feotively the maximum degree of seourity oonsoiousness and disoretion' \s required -

of all attache personnel.

REGARDED UNClASSIRED

ON rMY 2 1997

BY COR USAINSCOM FOvro

Auth Para 1-603 DoD 5200.1 R
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depend primarily upon the oonfidence whioh suohfirms &nd employees haTe in the W~r

~artment's ability to protect their security as souroes o~ information. In thi 8

co~~ection it should be borne in mind that there frequently exists a strong rivalry

between such firms and that finanoial loss as well as intense resen~ent may
..

res~lt if infc~~;J0n 0Rtained from one firm is divulged to another.

5. The class:fiert nature of effecting liaison with civilian infor7,ants must .
-

be kept uppermost in the minds of all attache personnel. All Military Attaches

~ ta~e appropriate measures to acquaint their staff wi th the abo\Te~ and 10~ Yw.~" .~

'.

. p )

c!J,:,'::~-~
i>{ dA ~

im~.~ li~ison proceduresAto conform ~th essential security requirements.

~._--

~
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#
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INTRA - OFFICE MEMORANDUM

-
'LASSIFICATlON' -

--"',J (IF ANY)

4nrn2 ____-

NTpt"r

r~(..' '

~
~ j~~ ,

h~ ./ \ l' }
, " -

~
1~ pt:" L N":

~

GI' /vv- j . r j
I'__
~_} N"

{
'"

-, ,
'J i

I
REGARDEDIJNCLASSIFJB> .p'

1Lt9 ON
"MAY "2 1991 ~j

~ ~ BYCOR OSAINXOM FOIIPO R~,

Auth Para 1-603 000 5200.1 R _~ j
CONTINUE ON BACK -. ,

- (FOR USE IN MID ONLY)
~ ..

_ FILENO. '. -

TO Chief , COMMENT NO.1
Col Mears/5245/rnl

h Plan.s &: rnf'o.
Control Br.

1. Referenoe is m&de to Tab A, rOM dated 22 Ootober 1946, subjept:.lnterview
with Mr. J. P. Watson.

2. Attached'" a~ Tab B is a letter, classified Secret, addr~ssed~~o'~l1 l!il1tary
Attaches ordering that utmost secrecy and discretion be used when interviewing civi-

'.lian ihfor!'lants.

3~' This subject is now included in the Military Attache orientation course and
will be included in the strategio :ntelligence School.

4. Recosmendation:
at signature tab.

~hat Chief, Intelligence Group sign the stencil of Tab B

5. Ccncurre:1ces: _
-~t"

Chief, Attac~~ Er3;ch ~~
C}~ief, Security Group ~W

.

" ,
- I

2 Incls
1. Tab A. IO~~ ttln~erviEw with

iftr. J.P.. '.'�atson
2. Tab B, S~enciled ltr to MAs

ClASSIFICATION (IF ANY)

.-
\v

~().

V)

V\

~_n

.

->
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United States Department of State

11111/ 1/ {fs//fil/~t()ll. IJ. C. :!().):!()

?\.\ 17-
7-/JJ-l .~

Case Control No. 200200042

Mr. John Young
Cryptome.org
251 W. 89th St., Suite 6E
New York, NY 10024

Dear Mr. Young:

I refer to your letter to the United States Army
Intelligence and Security Command dated March 29, 2001,
requesting -m.,.~~t.o:.J;:'Y relli.e.\Al~ release of a number of
documents under the Freedom of Information Act. The
enclosed documents originated with the Department of State
and were therefore referred to us for appropriate action.

We have determined that all of these documents may be
released.

Since~ey,

lzi(~( G?!e:1z9F(
Director
Office of IRM Programs and Services

-f4'
V

Enclosures:
As stated.
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.
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.

.
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.
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.
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.
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.
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.
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.
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.
~
.

t'-':"-'.~'
,:' :'0
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.

..
o_~'

.

'

.

"
..~ ~~ -i: _."~'-;~~.;~?~~-p~~:;-'~~);~\ - ~

"
. -. .- :]-

AGE: b'et1f~. .0 and 50y~. -~o':~;o,;~.o.Jl}_:; .r;~~. ...~~
I. . '..

~}+:/:.,:"'3'c''',,-,
~

: _~. ¥
apprat1mately 5 feet 8 1n~."

py

..., ~

HEIGHT :

'.
-. DRESS:

-~.'.~

black~ .1iGhtly bald.,
.{...::

~ ,-u

dark pent 8, ve17 d ~tit-y j ~~~{J!~:l:~t;hg~o.

HAIR:

.;., .

"
" ~..:-.

-~-""_"--- '. ".~;o .. ..-

EUILD:- stoc}Q', slightly chubby race"-

..

~\.~~""'"~
'- ..........-

,'/"
-~

~ ~

Dept. of State, RfiS/IPS, Marg;Jret P. Grafdd, Dil,

( 0'Re1ease ( ) Excise ( ,) Deny ( ) Declassify
Da[l:__~?~!2~.~. Ex~mpcion ~ ~_..,__

..
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'

.

"
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Dcp;-. of Stflte, RPS~IPS, M:Jrg4ret P. Gr
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:Jfe1d:Dit:
(1"RelC1\se ( ) Excise ( ) Deny ( ) Decl:JSs'fy
)~ate-¥~_E."{emptiol1 _~

TRA!TSLAT:::Oli

Gentlezoon 111
~- ;

whatsoever from you. .

one for arranging mat\era.
!

.t
.

.~
"-

"'So
',~.my position is critical.

have a mission from Berlin. 1:y daily :to

may attract RUBslan ob.ervation.-, .
-"~:-

-;,

request today at 2200 or tomorrOw "'atC

unintelligible) a gentleman

the taxi stand opposl~. the

(two

ant

It you (two

in the tyO rooms on

&1b~) .
GN~11. Jr 3~.. ~,_

I .hall be

.. <..-;..
:~'-.~.
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" .-~ai-t: UrgQ~ltoontaot 1*: representativet 00.,-
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"

. . ~ ~
'

. :.- . .
- -~.

- ---'~
- ~ -', ~.-

..at 14eO-'~0I"'1@-ar- 2200. I.~ bo..tDynamostatlOD
,','r ~:-

near '.t~bal1. window 11 22, aMl1 take 'rl th. me the

~";t;\'

'/"
.

~

~::*--~-:~,

: ",

-'-'"-

It notCrocod1le N 33. then dailTtoday, at
.

thi8
.-

<.
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. ;::~~ -~. ~~.:<'}~%~

On Sunday 9 Augdt# 1953 at abo~t'~5 -.~1~:;~~4.~~~-'-.\fJ
1ng from Gorky Parle b1 myee1f between t~... 8\l~.t.:~10. it;. '<-tJ
Uld the American Eou.8 on the 81Qe streqt ju~~t' dtf' !" ~tt'\-.-,;, 'f -.~

Main Drive adjacent to
.

the American Hou:!:e

..

'
.

, I
.

.

..

. h~-...
.~

.

--..

.

..~

.

~~to

.

-.. .~
..

:--~

.

'~._-~.,::...:-;

.

. -
by a man betvleen 40 &Dd 45 yeara old-, BtO\!~~ "-;,; ,p';~~c'~-~; .'forehead, ruddy compleoted,stocky built:; a~' ~>jlJo~'.'>: '%
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United States Department of State

If(IS/I;!/~I()Il. I). C. :!(J.}:!()

N<. '"
itCA:l

Z
Case Control No. 200200531

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, NY 10024

\\\0 I\\l \\\1-

\ \\ +! \\\c;
I

\\\
\ \ \1

I

Dear Mr. Young:

I refer to your letter dated March 29, 2001 to the U.S. Army
and Intelligence Command, requesting the release of certain
material under the Freedom of Information Act (Title 5 USC
Section 552). Five of the relevant documents retrieved in
response to your request originated with the Department of
State and were therefore referred to us for appropriate
actlon. We received this referral on February 14, 2002.

We have determined that all five documents may be released.

Sincerely,

_~h

Enclosures:

As stated.
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Publication of the Penkovsky Papers' "

RECEIVED WITHOUT GROUP CODE .r:!t~1D!S
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The Ambassador ca.iled at his own. request and made the follow-
ing oral statement:,
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, "Moscow has noted the publication in a number of
American newspapers of the so-called "Penkovsky
Papers" and a report that these "Papers" are going
to be published soon in the USA and in England in
the form of a book. Familiarization with the con-
tents of these "Papers" leaves no doubt that they are
a crude forgery concocted in the spirit of the worst
time of the IIcold war: II There is attributed to Pen-
kovsky a whole collection of stereotyped, slanderous
fabrications about the Soviet Union, its policy and
Soviet leaders. .: . -

- ----------

liThe authors of this forgery do not even stop before
such' a monstrous lie as attributing to Soviet leaders
the idea of preventive war which has actua.lly been
propagated, as is lmown, by certain clrcles in the
W~

.
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"At L1.esame time when one becomes acquainted
with the contents of the IIPenkovsk)T Papers II it
becomes completely clear th8ct they are not simply
the product of the imagL'1ation of some irresponsible
j ou.rnalist. American and English intelligence ser-
vices whose agentPenkovsky was, as proved in the
course of L1.etrial against him in May 1963, lent
their efforts to the fabrication of this fqrgery and
to this entire provocational scheme. '

..

IIIn this connection the publication in the USA of the
above-mentioned forgery and intention to publish it
as a book cannot be viewed by us other than pre-
meditated action which is in direct contradiction of
repeated pronoU:"lcements by representatives of the
Govern.ment of the USA about striving for improve-
ments in Soviet-American relations. The responsi-
biiity for the negative consequences of this action
:EOI'Soviet-Ar."lerican relations, the state of which
at present, even without this, leaves much to be de-
sired, will rest on L1.e&."'1lerican side. II

I said I would make no official comment until there had been an
opportunity to exarn.me his statement. I said, however, I could
tell hiril on a personal basis and off the record, that when the

, publication of t..'r1isseries was announced, I inquired of our ~

people and was told that we had nothing to do with thepublicat~on
of t.1.is series. I said I understood that the CIA was asked whether

. they had any obj ection to publication and that they had replied thaf--- ~'-'
,

they had considered t.1.e'matter solely from the security point of
'.view and from this point of view, had no objection to publication.

The Am'bassador then asked if he could expect an o:f:ficialreply,
and I said I presumed that he could.
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