DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMA TION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

October 3, 2001

Freedom of Information/
Privacy Office

Mr. John Young
CRYPTOME

251 West 89" Street

Suite 6E

New York, New York 10024

Dear Mr. Young:

a. Your Freedom of Information Act (FOIA) request of March 29, 2001, for records -
concerning various dossiers. Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply with the 20-day statutory time limit in processing your
request.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have located the enclosed records pertaining to American Embassy Moscow USSR,
ZF010164W. We have completed a mandatory declassification review in accordance with
Executive Order 12958. As a result of this review, it has been determined that the information
no longer warrants security classification protection and is partially releasable to you. Fees for
processing this request are waived.

Since the release of some of the information deleted from the records would result in an
unwarranted invasion of the privacy rights ot the individuals concerned, this information is
exempt from the public disclosure pursuant to Title 5 U.S. Code 552 (b)(6) of the FOIA.



The withholding of information by this office 1s a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intclligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. [f you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

During the processing of your request, information was disclosed which originated with other
government agencies. This office has no authority to release these records and they are being

referred, along with your request for appropriate action under the FOIA, and direct reply to you.

We regret the quality of some of the pages within the enclosure; however; these are the best
copies obtainable.

We are continuing to process your request for records regarding other titles you have
requested and will respond to you by separate correspondence when our action is complete.

[f you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742, Please refer to case 740F-01.

Sincerely,

Russell A. Nichols
Chief, Freedom of Information/
Privacy Office
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Freedom of Information Act/Privacy Act -

Deleted Page (s)

Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

rs

[:] Information has been withheld in its entirety in.
accordance with the following exemption(s): - .

It is not reasonable to segregate meaningful portions of the

record for release.

[wJ Information pertains solely to another individual with no

referenge to: you and/or the subject of your request.

Eg] Information originated with another government agency. It has
been referred to them for review and direct response to you.

ij Information originated with one or more government agencies.
We are coordinating to determine the releasability of the

information under their purview.

Upon completion of our

coordination, we will advise you of their decision.
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United States Department of State

Washington. D.C. 20520

Case Control No. 20103999

Mr. John Young
Cryptome.crg

251 W. 89" St., Suite 6E
New York, NY 10024

Dear Mr. Young:

I refer to your letter to the United States Army
Intelligence and Security Command dated March 29, 2001,
requesting the release of a number of documents under the
Freedom of Information Act (Title 5 USC Section 552). The
Intelligence and Security Command referred the attached two
State Department documents to us for our concurrence in
their release. We have reviewed both documents and have
determined that they may be released.

Nededed b, olas

rgatet P. Grafeld i
Director

Office of IRM Programs and Services

Fnclosures:
As gtated.
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/\ This report summarizes the experiences of nne Embassy Officer with

Soviet serur1cy agents during trips to twenty ~wiet cities in 1970-1972.

‘, 2 lé;,.lt examines techriques employed, convenient me:iwods of detection and coping,
and regional differences noted throughout the “:vtet Union. - Experiemces

! :3 of other Embzssy officers with different respoinibilities during this same

xf _period wili be different and often even contraiictory., This paper does

y o* “not purport to present an authoritative overall picture of Soviet surveillance

e techniques, rather, it seeks to convey one particular set of experiences

i in order to provide scme general impressions of the type of surveillance

which American d¢ p]omats may routinely expect throughout the Soviet Union.

.

Surveillants and Plants -

It is a rarc trip within the Soviet Unior vhich transpires withcut rather
clear evidence of surveillants end at least ore plant. "Surveillanis" follow
travelers in order to keep tabs on them and, when necessary, to frighten or
alert local Soviets as to the imminept dangere posed by the situation. “Plznts”
are security agents who represent themselves es legitimate Tocal Soviet citizens.
They contrive to meet or be met by the visitors and sirike up an acquaintance.

; ~ More often than not, the primary purpose of ihte plants encountered appozred

; to be simply occupying the visitors' time, 4hilc keeping close track of thesr- -
i activities. Such plants rarely probed, remainirg content instead swnnly to
make note of whatever interest the visitors thiemselves might express in
particular areas. (More sophisticated or comprehensive Security methods in-
v01v1?g electronics, provo»at1ons and the like are beyond the purview of this
paper).
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Spotting a Surveillant _—_— .
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easy to spot physical surveillants during trips to the various republics.
On foot, they tended to follow behind at a distance appropriate to the
circumstances -- closer in a crowd, farther back on an-empty.street, etc.

. Occasionally they walked ahead of the1r charges, turning off on a s1de .
street after a while only to resume surveillance from béhind or to defer * -
to partners. Although younger to middle-aged men comprised the majority of ~
surveillants, women were also employed frequently. Most republics seemed |

- toinclude a fair number of Yocal non-Russian wationals inm these efforts, — — —~
Indeed, in those cases where Russians were used for surveillance in non- -
Russian environments, their presence was-painfully obvious. Surveillance by
automobile was employed often when covering walking targets (in support of
surveillants on foot), frequently when covering targets on trolleybus, bus
or streetcar, and always whtn covering a target automobile. Three males in
an inconspicuous Volga comprised a typical aultomobile team. Dress generally
was typically Soviet: an open shirt, often-with a suitcoat, in summer; a
fur hat and ordinary greatcoat in winter. On2 Soviet surveillant from the
thick, concrete, double-doored Soviet Trade Mission.in Helsinki followed
the reporting officer into Stockmans Department Store wearing typical Soviet

s clothing with the utterly lncongruous except1on of a flashy blue Finnish
‘scarf. .

Ski]]s at unobtrusive surveillance varied wide]y throughout the republics.
As a.general rule, the larger cities had more adept personnel in this regard
- than the smaller ones, with Kiev constituting a major exception. In addition,
the less developed areas -- much of Central Asia, some of the Caucasus, anc
- the more remote autonomous republics -- seemed to deploy less discreet
- surveillants, or to care less about possible detection. In generatl, na1nte1n1ng
contact definitely appeared more important than possible detection. However,
. ~ the appearance of discretion remained an impcrtant principle, if not the
; reality. Even in cases where the surveillants must have realized that
detection was unavoidable, they generally retained théir composure and preo-
ceeded as 1f the circumstances were ent1re1y norma]

Spotting a Plant

.

Hhile there are few cases when one can be absolutely certain either
way about the bonma fides of a chance acquainiance, several t1pofrs can gre.t]v
increase the odds in favor of a deliberate contact: N

c. a) If he meets you, rather than the reverse; on'é street, at a .
restaurant table, in a_store or public park. Hhen the initial move is his,
you may well have a live one. . . N

b} If he is placed where you can corvenwently *meet” him: in an adJacen;
theater scat, at a restaurant table near one you have reserved, ctc.
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c). If he feels free to call at your hotel room (1,e , s permitted

to do so). . . .
.d) If local Soviets nearby suddenly clam up or become tense. While a

" good professional plant might be quite adept at playing his role, the elderly .

“““"tnat‘thhck*nan , the non-Infourist waitress, the bookstore clerk, or other

S

R

local 1nhab1tant rarely can conceal the caution or "mixed" emotions generated
by. the presence of local Chekists. The agents may well be personally known
to the locals. If not, years of experience have taught local residents how

to sense their presence instantly.

Once contact is made, some additional telltale signs can give an in-
dication of the acquaintance’s true background:

. a) His reaction upon learning that he is -peaking with Americans.
Normal Soviets invariably react with strong and genuine emotion; usually
with wonderment or incredulity, sometimes blended with some fear; often with
delight. For some reason, plants atmost to a man seem to fear overp]ay1ng
this particular scene. They pass it by with raised eyebrows and a quick
"0h?" and then proceed immediately to another tcpic. "Straight” Soviets
simply are unable to react so evenly to such news. A

b) A bland, passive friendliness. Virtually ail legitimate Soviets
cannot refrain from pumping Americans about life in the US, mainly about
1iving conditions, wages and the 1ike. An acquaintance who does not press
on such matters, instead maintaining a friencly demeancr and permitting the
fore1gner to carry the conversation, should te treated with circumspection.
This is particularly true if, when d15cuss1nc any area of disagreem2nt on
international -affairs or other subjects, he speaks calmly, with relative
disinterest, and with no display of emotion. This is very un-Soviet be-
bavior. Plants ev1dent1y are trained to keep their cool, even to an un-
realistic extent, .

- ¢) Reactiom when nonplussed. In response to questions or statements
which for one reason or another are embarrasing to a plant or te hiz cover
story, he curiously tends often to react by"looking askance and simply not .
answering. Unless the American adds something to the conversation at this »
point the silence can proceed for several seconds. The reporting officer Yourd.
this reaction from a plant in Alma-Ata to closely parallel those of an In- o
tourist girl in Dushanbe and a Soviet diplom t (and identified security agent)
in Washington, D.C. A straight Soviet in a similar position, having no
different identity to concedl,would have no reascn to feel caught off guari .
by any subtle imputation of his identity. "

d)  The "51mp1e" Sov1ct with 1nte]11gnwt eyes. This admittedly is a
most subjective criterion, but one which can be usefully applied in some casesw.
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A plant can face great difficulty in concealing “intelligent €yes" when
. posing as a simple, dull-witted wdrker or pecsant. Careful attention to :
: ‘ his eyes may indicate that they simply do not jibe with the role being -
played They can somet1m°s betray an 1ntens1ty, act1v1ty, 1mpat1ence alert- -
- ﬁESS L .

The following examples demonstrate some -of the more common approaches
. .encountered: .

[ —

114

- L - \
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Dinner in Baku

After shboing othér locals away from the Awericansd dinner table, a '«
‘ waitress permitted an Azeri man to join them. As if this were not obvious
S enough this new companion actually had been o member of a fgam which had

[ U

N : " .z~folloved the Americans on foot earlier the same day. He seemed utterly at i
"~ a loss as to what he should say at the table. Vhen asked what music he ;.
‘1iked, he paused, smiled and replied: ™1 like English music.” Further con- :

versation clearly revealed that he knew nothing whatsoever aboul the subject.
This feeble attempt,.onz of the weakest ever c¢ncountered, may .have been
_ decided as a result of local initiative on the spot at.the last minute,

"
¥

Av

~ Strolling in Yakutsk

RN . - : A passerby on Yakutsk's main street stopped the American visitors and
T - / ; requested a light(!) He then asked where .the visitors were from, and

* i ' o cimpediately offered to show them the town. Wh:n they p]eaded another engaga- -t

SR ment, he instantly and courteously said goodbr>. This same good citizen i

. 3. - had been spotted 30 minutes previously on anotiier street toting a Soviet VEF o

- r L : shortwave vadio, the idzntical model being carried by one of the Amerxcans S S

x : .~ who had a professional interest in VOA reception. ’ ’

« - in Flight

) - o A more subtle approach occurred during a flight between two Soviet citics.
: - ~ The reporting officer's seatmate held back for some time befare starting a i
: . : . low-key conversation. After a few minutes of idle chatter, the reporting : !

officer leaned back deliberately as if to nap, whereupon his 'seatmate hastily o
. renewed the discussion. In an otherwwse v1rtua]1y flawless performance, he

e
v
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mde one rather forced attempt to casvally elicit interest. Hoting that :
the American Embassy was located on a "very noisy street,” he added that

it "was not at all quiet like the street of the Sudanese Embassy, for eyamp1e "
The Sudanese Embassy is relatively™insignificant in loscow, only one of
scores, and the Soviet himself admitted that -he hcd no connection with that
Embassy nor acgquaintances there. The reporting oificer, however, had served
previously in the Sudan, and the Soviet evidently knew this. Meam:hile,

the Soviet seated next to the reperting officer’s American travelling com-
panion was busy inviting the lztter to dinner-at his home -- a rere event
within the USSR for Western diplomats, ecpeciallv when proifered by a sober
Soviet in a public place abounding with stewardesves and other witnesses.

This particular flight was the reporting officer’s first within the
USSR and the Soviets may have wanted to check out a new member of the
American Embassy. Subsequent internal flight "conpanions,” if present,
wvere too subtle for detection, .

Possibi1itiés for Contacts . . -

Deliberate attempts to avoid surveillance are almost invariably counter-
productive. Hevertheless, certain commorjsense procedures during trips can

: - enhance opportunities for meet1ng Tegitimate Soviets on a one-time bas1s,

even given the presence of numerous security per nnn°]

;  Hiving a Cab

Intourist officials prefer that foreigners hire Intourwst cars and
drivers: it provides convenient close scrutiny, and it earns more money.
Hotel personnel often discourage taxi orders, apd when they accept thew the
visitor must often wait close to an hour while a suitable "taxi driver” is
found. In some cases, truly legitimate cabbies probably are enlisted &s
“trusties” to keep tabs on the foreigners hiring-them. Onc possible rule

i of thumb: 3f a cab driver complains about long wiits at stops which earn

him little money, he probably is a genuine cabbie; if he bears this loss
in silence he is 1ikely to be an agent or a taxi driver sufficiently compensated
for or intimidated by the circumstances not to conplain.

Stro]11ng about "aimlessly” in town until Tinding a taxi stand can

“usually provide a legitimate taxi driver and some interesting comrents about
Tife in the area. An cffer to pay “hdtever the mater registers plus a bonus of -
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3 R 2.00 per hour usually relaxes and helps open up most drivers. Selecting
,i : 2 real -taxi-is not always so-simple; hovever—In—Kiev, for example a - ——
! citynot:noted for its subtle surveillarce techniques, a "taxi" suddenly aDpJared
N from a side street, bulled its way intu line at a taxi stand, and refused
B to take anyone but the two American diplomats standing there. A similar
o experience in Baku testified to a corresponding lack ef sophistication there.
%
v o Choosing a Restaurant .
C . - R —
.3; . .
= Fating in local, non-Intourist restlaurants provides one 67 the best
3 opportunities for meeting local inhabitants. However, two approaches are

virtually guaranteed to spell failure: reservirg a table in advance, and
mentioning in a hotel room where one pians to eat. Even walking into a
restaurant unannounced will not always =nsure success. Waitresses throughcit
the Soviet Union actively attempt te scparate foreigners from locals, with
varying degrees of determination largely deperding on the location. Thus ir
Ashkhabad, two Turkmeni youths who had the temerity to sit with two Americazis

- set the waitress off in a fit of rage. She screamed at them for five minuies

nonstop, then refused service altogether.. The young workers finally becama
intimidated and apologetically excused themselves. In Yakutsk, a shouting
match of the sam2 type resulted in a drow as the waitress refused to serve

two similar upstarts, who remained seal»d regerdliess. By contrast, Tbitisi B
appeared more relaxed about such motters. A similar situation induced a
waitress to politely suggest to a young Georg®an that he might be more Com-
fortable at a different table. When the youth declined, she quietly retr"*‘nd -

The A= iine Game, and How to Beat Tt

Local security officials seem to breathe much easier once Western

diplomats have deported their turf, Thus, they routinely enlist the assistenqen

of hotel personnel to attempt to hasten the departure. In one of the most
comnon patterns, the security types ask hotel personzel to tell the visitors
that a flight has been cancelled, is full, or will not land at the original
destination. The often tremulous exprcssions and manners of the hotel

. personnel as they play their roles belie the validity of such claims. In-

dependent checks such as direct dial telephona calls to the airport invaricbiy
confirm the feeble duplicity involved. . -

*he 51mp785t means of countering-such p1oys is to po]ate]y state that

it is impossible to depart earlier than planned, and that a subsequent flicivt
will be taken, no matier how long & wait.is required. The reporting officer

- bhas. employed this approach many times, and_in every instance, the original
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travel plans subsequently worked out as the Soviets "found” extra seats =
or otherwise recanted theirestatements in varinus face-saving manners, -
In Kazan', the elderly hotel clerk caught in the middle of this game was
) petrified with fear throughout. 1In Alma-Ata, by contrast, a younger In-
7 "tourist employce who well knew_the score actu |1y smiled sardonically when
a nervous hotel official reported that additivnal seats had been found

"with great difficulty.”

Provincial Breakdown

The following chart indicates the relativc degree of surveillance noted
in 20 Soviet cities during the period 1970 1972. « Duplicate entries seflect
. more than one visit.

W
A
L]

Area ) . Surveillance fioted
None Light 1/ Hoderate 2/ Heavy 3/ Very Heivy 4/
Central Asia . » Frﬁnze Alina- Dushanbe Ashkhabed
Tashkert Ata
‘Baltics , : Vilnius . )
T Riga
North . Leningrad Leningrad . Leningrad
Ukraine ’ ; Kiev Donetsk  Kiev
Caucasus A Thbilisi S Baku
; : - ) - 7 Yerevan
Siberia Irkutsk™  Novosibirsk Yakutsk .
Other " Kazan' Ufa
Kishinev = Bel'tsi
1. ]ntermlttent coverage; perhaps on2 ‘or two on foot §omet1mes one car.
2. Full-time coverage; one or two 'cars. _
3. Persistent and close full-time coverage. .
4, Blanket coverage; no attempt at discretion. .
. (Plants also included in.each of above 4 categorwes ) -
R " s R - . .
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Ashkhabad clearly takes first prize for vigilance. Surveillants

~ blanketed the streets ‘and lacked the ability, the desire, or both to toke ; e

elementary steps at discretion. Ko other Soviet city visited during a
two-year period could match such a performance. As Turkmenistan often is
considered the most backward of the USSR's -constituent republics, this per-

. haps is not too surprising. Ashkhabad's relative proximity to the Iranian

border and some sensitive m111tary installations nearby also render this

town Jess than hospitable to Western diplomats. Elsewiere in Central Asia,
Dushanbe (the former Stalinabad) contributed moderate to heavy coverage, and -
Tadzhikistan also is generally rated a less developed Soviet arca. Attention
paid by security personnel in Alma-Ata, Frunze and Tashkent appeared more
moderate, although substantial in comparison with some other parts of the
Soviet Union. A relatively greater professionalism ameng surveillance cedres
in these latter three cities, perhaps developed in part from a higher fre-.
quency of Western visitors, may help-to explain the differences. .

“Baltic-States

Vilnius and Rija both turned out moderate tc heavy coverage. These
rather unfriendly receptions stood in marked contrast to the warm welcome
afforded by almost all Tocal residents as soon as they learned that their
guests were Americans. This very warmth, demonstrated by Western-orientzd,
non-Russian nationalities under Soviet control for only three decades, may
well have been reflected in the concern of local security officials. MHore-
over, there appeared to be room for some local initiative in deciding the
extent any means of coverage afforded. In Riga, for example, only one :
detectable car followed at a discreet distance while the trovelers visited i
various bookstores. After they kad called at -2 cybernetics institute, how- T
ever, noticeable surveillance immediately incrgased. At the second scienti{i’
of fice visited, security officials entered the same establishment ang staticn -
themselves prominently at major office entrances in an obvious and successiul *

attempt to intimidate institute officials. _ .
. . - Afi

Leningrad -
Like their Baitic neighbors, Leningraders displayed a friendly curiosity
“in thejr encounters with the American visitors. But Leningrad security
3 CONFIDENTIAL  ~ . = . . g
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officials, unlike their colleagues in the Baltics, seemed largely uncon-
cerned at the threat posed by the Hestern diplomats during 1370 and 1971,

_ % . _Either that, or their methods of surveillance were far more discreet than .

e

e,
HIERS LI DV 13

visit the cafe?"
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those applied throughout the rest of the country. In 1872, however, coveragé,
became apparent beyond doubt. Explanation of this shift is difficult; the
x~w permanent presence of Americans at the American Consulate General
Designate, the particular travelers on each trip, and the pre-summit internal
vigilance of early 1972 all are possibilities.

Ukraine

sz Surveillance in the Ukraine tended to be heavy,*obvious, and somet#nes
crude. In Kiev, Tocal authorities appeared more ready to commit resources
to routinely monitor visiting American diplomats than in«ther large Soviet
cities. The atmosphere seemed somehow more controlled than usual, and as
a result many citizens were intimidated from contscts.™ On the other hand,
a distinct Triendliness was evident toward Americans among many Ukreinians
of lower social stetion: petty clerks, laborers, peasants; in short, those
with little or nothing to lose from such contact. Concern over Ukrainian
nationalism and possibie harmful contact with MWesterners, plus a hard-line
Yocal KGB Chief, do not render Kiev a hospitable town. Donetsk refleccd
similar conditions. R

T

Caucasus

In the Caucasts, Tbilisi, capital of .Stalin's native Georgian Republic,
-where thousands rioted in 1956 over Khrushchov's denigration of their native
son, paradoxically offered the least surveillance. Baku and Ycrevon boasted
far more "Stalinist" proclivities in this respecs. Coverage in Thilisi vas
provided, to be sure, including the use of plants, but it was all done in &
gentlemanly and moct discreet manner., In Baku and Yerevan, tails were much
more obvious. In faku, onz middle-aged Russian with a mos} distinctive paunch
never strayed more than 30 feet from his charges. . In Yerevan, a youny girl
who kept appearing in front of or behind her assignments followed them to
the top.floor of a hotel. When learning to her Jdismay that her quarry had
decided against stopping to eat there she blurted out: -"Don't you want to
Her cover convincingly blown, she finally disappeared, to be
replaced by a somevhat more discreet young man. "Also in Yerevan, coordination
among security, airport and Intourist officials appeared incredibly weak,
Inefficiency was most pronounced at the airport, where airline officials

! ' . -
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';repeatedly changed the1r Yguidance” for the v151torsh obv1ous1y due to con-
flicting instructions. Fear of assuming respon.ibility was o strong there’s

that for 30 minutes no a1rp0)t official would «ven change bavjage tickets, -
necessary for a change in flights, without guicdince from abore. Instead,

they shouted -at-each other demanding written 1p7%ructqens, all.in the - e
presence of the American diplomgts. . ’,

Siberia .

Irkutsk provided a most unusual surprise: no surveillance whalsozver
was noted there. In Novosibirsk, coverage was Tight in town and very light
in the academic city nearby. The latter, howe::r, apparently protects itselfl
with rather secure procedures within the variot- imstitutes ‘hemselves, In
the much smaller citly of Yakutsk, with a substertial non-Rus-sian popu]at1on,

coverage predictably was moderate to heavy. .

Dther

The remain%ng cities visited -- Kishinev ind Bel'tsy i Moldavia, Kazan'
in the Tatar ASSF, and Ufa in the Bashkir- ASSR -- generally held true to
form, with light to moderate surveillance.

Postscript

Atmost inevitably, there arises a temptalion to spend some extra time
-and effort_in orler to determine whether and 1 what extent surveillance _
_is present in a yiven location. “Such efforts. can take time avay frem the =
purposes for which the trip is made, however, and can also arouse the suspicions
and anxieties of lacal security personncl Tho reporting officer decided
very early in the game to avoid any special eflort to make wuch dutcnnxnat1nns.
Consequently, the observations noted above mwey only tell part of the story.
It ceems fair to conclude that, under normal circumstanc®s, the. U S. interest Y
‘can better be served concentrating efforts on the pursuit of one's various . =
objectives durinj such tr\ps, with the awareness that one is very seldom if
ever alone and ty addpt one’s approaches accordingly.

cc - Embassy Moscow (SY)

1NR/OTL SRR - - . I
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- i I was folloved on threo occasions, on which tigy apsare
l: i : couic not afforé to leave me alone, I was follcwed bhock
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SUBJECT: The Recognition of XGB Surveillants in Moscow ' -

& o o

. For reasons best knowa to-the Soviet State Comrditeos for Stcin | B
" Sccurity (KGB) I was subjected to intonse supveillanco % .rouc,..o“'t: oSS ..
of my two-year toiwr in the Soviev capital. Most emhassy oiWice Rt
to ignore it, Cut of Yoredawm I studicd sy survelllunce careful lv ang
bezan to find that surveillance 'of the sirveillanco boih infopiative
and useful. It often provides clues to primery Soviei conceorn 5, ravenls
swveillance of others, and illuminzies certain weakmessces of hic . :
~poseriul organ of the Soviet buresucracy.’ The sudden disapp m el u‘ : A
the "iails" of myself and another closcly watched ™abacsy of fitex whils o
. we Wore on an axcwrsion lo “cdol'sk onclection® day, supresys, Tor
exaiple, that KGB manpower was engaged heavily av the "polls’.
211y one recognizes an ersiviile Htail® of one's own Tolliocwing an
visitor, to whom this fact may prove usseful and educationzi,

-

v v Rl B et il A AR+ e AN R L b 4 e v s Y e i
'

Daring one gena‘ al perloc. of intenss sun'eilla“)c* :'1;,' s'::vci?:_‘.;*:cs
inexplicably all bub vaphished (in August 1971, pis
§ - swveiilance of sciashtific delegates jn Moscow, a
' attention to the Yritich in anticination of the 3
rmay have overburéencd the XGB). During this thr-;u-a»e::.'.

-

R
-

furctions at waich I actually rubbed showiders with Sovic:
and of ficials of scientific institulions. On two of th
- 1 was followed only vo the Exbassy, and not -:Qﬂ here o
a5 inouga they merely wanted to vcriiy 2 guspicicn that 1 Had
" sometiing fram these functions to the Fmbascy gfo“ safekespinz. To no .
. it dndicated that a major concerm was that I may have reccived sond e
. .. document or othmrinformation from a Scvict scientist cncourntcred ov -
" ° these functions. They were morc d;strasmhl £ thoir twn peopli than & me.

[SINTS

)

]
1
\

N

* .

. a% spotting iv. It is not aifficult, particularly since iv largely _
_involves automobiles. Russians, new o automotive Wranspory, o not coan
1o be. aware of the "sixih senge® of Am_cr:,cuns regarding treific, )

]

1

i

o

1

E

3
I R - 7o make any dedustions from surve;_.lanco oNG Mmust Lecome Liey
N A )

3

%

Surveillance ‘oy Car

"Vohlcles About 85 percert of ‘bhe survc;llancn cars waro w;ute Volgns.
A poor.second were blug Volgas.Others ware quite rarc. In good Weaiher
o s oars m always olean and shiny, as if straight {rom ine

- Dsnaal l’,ianily car“ t.:‘ash amh as ntt.a dol'l.s

§ 54/‘—'1 2 70 .D@ é ?’0/ 02/;/ 7/ . -
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dangling from the rcar-vision mirror, vpys on the back shell, etc, wiu-?

I never savw a surveilliance car with a crumpled fendor. Cre bours
ranariks fTon time to time that they earry double vailpipes vo

- accomnodate a larger motor, but on the numerous oggasions when I
managed to get behind my surveiilance car I did not observe ihis.

Occupants:Surveillance cars never contain old people-.or children. © .
lone of the mon wear glasses or sport unusual coiffures (no beards,

o~

mugstaches, sidebwrns parely). The vomcn are generally beticr-looking

. than the avarage. The chaufieurs are often obvious tnugo, but the

-2

others uaucl.g fairly presentable, Nearly all appear to de winic
Slavs (in ioscow at least -- my experience with surveillance in
Cenoral Asia was "‘*gm.).

Setection: Auszlan drivers arc fasv, carcless, and imgabidni, Lrive
slowly and look in the “ear vision mirror and noue waethor a car
benind you, nai ulcul»uy any clean white Voliga, i5 also o Sloly
and mn’noaz.nh.g a aisbance maxing it difficuld Jer you to read s
platesy(Before starting to drive, clean off you rear window and
side-view mirror to make C{;.:.Dllluy of their plates easicr).

Ur‘"*-fa*e of the natural aleriness of imericans to minute idicsyncrssies
of driving, surveillance cars will indulgo in pathgtically obvious
attempisto conceal theaselves -- hiding benind busses, emenzing Lor
a.brief, reassuring look, and then darting back apain.

Some are more soghisticated, but are still ,asy Yo dstecy il you walch
clos»ly. IT the suspect car turns off onto a side strect, do noh Grawr’
ne conclusion that you must have been wrong and cease wadtchinie Sow)
atening the roar vision mirror for a fow monents arxi you gy ool i
saae or ar identical car roemere from tha same siroet aliber haring
execvved ‘a8 cuick U-vurn out of sightv. The cux misht even comc oubt o
anchnar side street fwether alony, having traveied zlong & oarelilal
strect for a fof blocks. The Shevchenko and Pereszhkovokaya Maberoshnays

N

< leading from near tho Sibassy to a number of Embasgy ¥ghoitosh is

.. d'

-

a tyoical spot for these maneuvers. Tail cars nere oiten twen off on T,

Doropomilovskaya going south and passc in front of the 1‘.-(}1.,.{;;,' Volioal,

returning to ine Watercznmaya south af the Xievskiy Vo""al dore, 1 yow
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e will speed up to get away. If you speed wp he will twumn oif again .

get benind your -~ usually at the gas soline station Just before reuching:
the railroad bridge,

RAprg 2

If you pull over suddenlf to the curb ,-as if to visit a stors, wawta
the movenont of the cars @ hind as you do so, If one pulls o e -
curo Lehind, or in front, he is your man. If-you are stoppad By a
long tra:f.x.c light in l:wht traffic, so that there is no place ror
tne surveillance car to nide, ne will usually sbop behind you dui
slightly to the right, so that you n."" be unable to ses r.:x.s License
plates or the facas of the occupaals .

.o
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“If you are going to make a U-turn on a long aveaue at the .’:u‘c.hori.zcd

B S o ékf,wm_, e .

o

SFEORFT :

U-tuph spot (razvdrot) , valt intil the last moment before usiy your .. oy
tum signal, loo oliing in yowr pear-vision mirror to 566 wnich car b‘,m:.d -
follows suit, T‘us is not a sure test, since Tmbasty officers ave ' :
often followed by two snd even three cars. Tho first-may pass by ihe

razvorol artl leave you to his henchman benikd. Such occacions are .. - -

an excellent opportunity to ncte th p" ate numbers clecarly, however.,

~ VWhen turning a corier slow to a croep. The surveillance car, suddenily’”

1

" finding himself a mope 25 yards from his quarry as hé rounds tho

corne er, will often panic. He will stop, bacl' up oub or sighv, or, &I
prossed oy traffic behind, will take anothor sireed, hiping ve o
a quick U-uum in Wme, or he wiil puil ovw ) tho CUTG Gild one oI
‘e oceupants will geb cub as if malking a pupchascs

During :somc:prricds tno_u ability “o stay on one's trai
oi‘ streets while you arve out of their sizat for a

15 clear proo; To me thal Zmbassy cars are somcuimes 1

sirall trarnsmitters concealcd somarhere on thce car which wernii The.
surveillant Yo spot his aprworxdmate location with a simele rmoyriadizeiou
direction-{inding device such as are zold with cervain radio:.

Second and Third Surveillarce Cﬁr:'n T "‘c;;\, are oviagnce ol & Scrious
atvempt to caitch you in some impermissible activity and shovld vnut

you on your guard to avoid any ;.C'b'.‘..ou upon which the XGB can endb
Tfor one ol their pariodic "exsoses” of “imperialist spiec'.
will follow for 2 time and will then ve “GD.LQCC\. by a,nou.-\,-,
a different color unds. sucn circumsvances. The renid altamnabi
Vnnlclc., makes 1t somowhat more Cifvicult to identifly &1 of

wt wivh increasing experience one develops a “osixth senseh.
an amusing pasdime, raminiscont of Prof, J.5. Xhine's famous e
on exvrascnsory perception, to write dowm the plate numbexr of 2 cav
vwnich your sixth sense t6lls you is a surv illance car, and the
check later- on or on the following days to see if it crops W be.u.m.
agam.

ate »\Oo,

an‘y’ 3 cara iy 2 ot Ineve down
“plate mumoers and brief description (WV : white Volgz, I;V blue Volzc,
Wi{: white Moskvitch, ctc.) of those cars positively icentitiea, thn .
X2 motor pool is va"‘b but tho same numbers will reappear irom vime “
to time. ; .
Cooperation of the Police (Militiz): I have 1r'\,uer.uly scon trariic B

DoLicemen 1ils Thoir porvable racdio t ansmiviors and soeak int

(" [¢]
X3
-

L d

while looking at xy diplomatic oldtc.,. This and other circumsioniick
icn oY

ovidence points to the fact that they regularly report the locas
ca'ta:u* diplomatic vehiclos, - )
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- illu trated with the lwouries of the deca
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S'urveillan{s )mch ‘more abi‘*lcult to cdetect in- cro».'ds, pednsirian ' B :

surveillants are neverineless conspicuous by thelir iriconspicuousn-
ness. Usually youngs scldom very shord and never very tall, ooy

are chosen for the absence of distinguishing facial fea‘u"o", clcthed .
in new-looking standard clothes —- a black sulv and cuiet vie in E
SLIIRCT, brown beaver hat and dark blue, imivation-fur lined ard

- fur collared coabts in winter. Thore are some \..cpamures *ro‘. ml:

ho%ever, I once had ecne with an orange cnird -- but he had been tie
driver of a surveiliancce car scen ecrlicr and parhaps coms dvie
snortsge of myn prompued his use. The women aré equally "s’c‘..M.-u‘ .

Detection: They can be Yomoked oud™ in cfowded strects b enicrin
sovoral.oores and »xam:m:mu the surrownding snoopers eac:. *Sine,
In art gallerics change your pace or cven go vack to a paliery nall

alrcady’ pa<‘°aa and norn. the occupanis cach tinme,
Cn le:zs froouenuec svirncus detectvion is easy. Turn a few cornors, tauc

)

a few snort-cut alleys and thoy are forced i follow. Go into a cul-
ds-sac and thnen reverse dircchion, Alse usually unfamiliar wita
the neighoorhood, the ™ail" will duck into a doorway. I none is
open, +he will turn to a locked door and fumble for a noa-cxisionit ;
key until you have passed, or he will hide behind a kiosk or othcer
handy object, Look at his hiding place for a moment and when he .
vaxes his peek he will pop back again.
Carry a mgazinn‘ and throw it il a strect irash.can. look aromnd suads '1.:‘
after going 50-100 yerds and you may sce & “eallh retricving iv or
hiding it under hds coat. le 0“ hlo sype
every page for "secretb messates SO &

a
iors will '):oouow sorutinine
2 sure yowr ra,,um.. ic walile
denv Wesgh --The Low Yorier,

er
-
.~
¢
Con

wse '»pd Gardon. They love tham.

\

Sm’Vo:Ll’Lants ‘sometine Mwmlm;%—kﬁwﬁv—#r—*

LA

ons. retend Lo take a picture of some svreet scens. Walk on, then
lock back. Your '"tail" may be or:o»og“ab‘ung the sanme sceng -- 11"“"\:‘034

‘hoy examine such photos for secret signs of "agents® or some suc -
Poculiarities, Older and more experienced @y ®tails® will somociinies -

walk aleng with a non-surveillant ped,strizn, engapging him or huer in
conversation --probably asking dunny mc.;:n ons about DWSGS, ovc, -=in
order to throw off suspicien by appearing € b, in obvicusliy :’.:';.s\.c::; :
corm: mny. Somg ~a~ve111.mw., carry :r'*e*cc.ses z;:»;d or small suisceases.

In 0ld sections of town wherc ihey stand ow , and lmow 1%, they wallt
briskly to and fro in directions in which you are not goirng. They v

walk fast in order to kocp up with you in a goneral sense, owcoler. -
‘Ine very vriskness of the:.r gait is a Sellt IW SRR ‘ :
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- SRV - DECLASSEFICATI PVERAt . =
1 a ) QI\ SCHF’hrn. R ’



- e
D e
7 -
1) *
i O N
S -
FIN -

—— 5 {AeT

1

-

“swrveillants around a block
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Accompanyine Vehicles: Pedostrian surveillants

usually at least twro following a single Wwbassy officer who is

(and there are

undep surveillance) operate from one or tWo accommnying

change tho faces of the swveillants

. ildiar tooyou and also in order to take away for cquestioming

Russians

conversation (to ask for a liznt, vo exchange a
for ten singles, to provosc back market deals etc., --

a fow acvual cases). Accompanying venicles also

(2 vlock in the old sccticnsof totcow
to an ant nmaze), o as to be able to intercept

may emergen or 1 L

At the otera:

covesi alongside.
vineater goors,

cight during intvermissions.
Rastaurant: Survel
NOSSL 0L
impossible, In one such restawxrant I wa
neadwalter 2 sane vavi=, near window
vacant on one occasidn and containing ona
otier. On the second occasion I ¢
peer bricfly throweh the window ab ne.
the table reserved for Weutern diplomats.

e
[Mets]

Tem St e TP o 35 s, X S ons
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—— — ~— . s~ . . .
only mugv vheir veniclel(s) park in a rostricioed

ara casily idgntified (like the Hotel Rossiya),

2et dnto the camse elevavor with the cuarcy in order not to

e Bad 8 s 3 ey 3 % - cpt NN oo gyl 2 e - e~
nim Jrom sight. Where poszible taey will station thauselves &

- Y

Tiside vaniae points where they can 1
‘ Wily visito,s. This, I bdldweve, is usual
the ¥ hotel guest whom you are visiting is also
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In the Suhway: Cev ocut of yowr car suddenly, Just before ltine coors

- “ . ~ -~ : Y B .
vehicles, which dicop them off and pick them uph

before they become oo Jam=- -

wro have innocently engaged vae Tacsosy oificer i

3 el aY S R
indo wnich vhe guarry Lads

S2ars a Cervaan °

The QuUarTy;
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close at a station, looidng sidewise to see wno else makes the .

suadent break, Or fail to get on a

alacrivy, after having swrveyed the others waiting for the

train, pretending insuIli

S
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Your "tail" will also dispiay a suspicious siuggishiness. .
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M ESSAGE » DEPARTMENT OF THE ARMY , < e /(///

) STAFF COMMUNICATIONS DIVISION /&.2
A 9/

PRIORITY GROUP - 3
SECRET DOWNGRADED AT 12 YEAR [INTERVALS
NOT AUTOMATICALLY DECLASSIFIED

FROM: USARMA MOSCOW RUSSIA o -

%

O Bty

T0: ACS1 DA - - L

NR : c 131 . 1310267 JUL 63
PASS TO AFNIN

14

Ref my C 129

At OVS request Urban and Murphy attencded meeting with .
Capt First Rank Pasko and Col Yelistratov., Subject was 11} B
July incident in ref, OVS returned Nikon camera with empty
film cassette: Capt Pasko stated Liewer and Smith photographed
mil objects and requested Urban to warn asst attaches against, et
taking photos of mil objects. Urban responded with statement
=~ that his officers understood and complied with Soviet instruc-
tions covering photography and refuted that mil objects were :
taken by the officers., In addition, verbal protest lodged !
(A) against action of Soviet militiaman who permitted Sov -
civilian to remove camera from car against the resistance
of attaches, and (B) violation of diplomatic immunity and
detention by Sov authorities,

Pasko refused answer question on propriety of militia-
mans conduct for reason investigation still in progress,
He promised to answer ¥Urban's question after completed A
investigation. ARMA still contemplating formal written
protest, '

Coord: DZM,

GP-3
I o - " REGARDED UNCLASSIHED S
ON MY 2 W% ]
BY CDR USAINSCOMFOVPO .
21 Auth Para 1-603 DoD 5200.1R .

NOTE: 129 is DA N 66324 (121429Z Jul 63) ACS|

i @W%WW/

DA IN 66623

e

TRATRE 353
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DEPARTMENT OF THE ARMY &2 )
M E S S A G E , STAFF COMMUNICATIONS DIVISION ﬂ /; 7
GROUP-3 }
PRIORITY DQWNGRADED AT 12 YEAR !NTERVALS i
SECRET NOT AUTOMATICALLY7DECLAS§|FIED '

~
o

A
0 -

L)
a

|
WY 21987,
BY CDR USAINSCOM FOYPO

REGARDED UNCLASSIFIED

ON

SCD FORM

Auth Para 1-603 DoD 5200.1R

»

FROM: USARMA MOSCOW RUSS'A
TO : ACSi DA
NR : C 129
--ACS1 DA PASS TO AFCIN
1. Maj_dchn A, Smith and Lt Col Karl R. Liewar ware
accused by Sov mil per cf photographing mi' emquip Fi LS Emb

auto with dipl plates on the Moscow-Minsk hwy at apprex 1800
hrs 11 Jul, An "AKT" was written. After 30 mir:tes travel-

1274292 JUL 63

lers were“alicwed to proceed. ‘

2. Offs were returning to Moscow fr Smclenst 252 using
Leica photographed mil incstal, ser 6, TFP 657-62 ir rcadway
as they drove past. Apprcx 600 meters further travellers were
signalled by one unifcrmed militia to halt. The Le:.ca cavera
was immed hidden under frcnt seat. 2 (tank) scidiers carme up
and accused Maj Smith of photcgraphy. 3 civ, one with camera
and cn2 tank Capt came up arnd said they rad observed phzicgraphy. -

3. S:ovs demanded to see camera and were refused. A
cecnrd Niken camera was lying expcsed cn rear seat., Al car
doers were incked and US travellers remained inside. Quring
excrange cf identificetion documents, with 7 perscns milling
arc:isd a3 civilian, unncticed, reached inside front lett window

and unlcckad rear deor. Then gratted Niken camera,
L, An AKT was written up accusing Americans of unauth
pnhoto =f equip, witnessed by scldiers, that camera coniicscated,
~ of

and that Attaches refuced to sign the AKT. After detentica of

30 mins traveilers ailcwed tc proceed Mascow.
5. The confiscated Nikon Camera had 6 exposed frames
taken earller in same day in Swolensk, These not repsat notx oy

particiularly incrimiiating. + tourist shots of city were ta 2. ;
from Gorki Park on high ground in center of city. Col Liewe :
and Sofiski monument appears in foreground and FGRKREST antenna

in background 1 km awa;. At this distance with 50 MM lens,

anteinae couid not ke p ominent subj. Other 2 shots were taken

from sank of Dnepr Kiver of constr 2 _kms away.

KZW e i‘ V////}Q/

DA IN lesazu : 000 .-
1 MAY 82 35-3 f S%“H-\B Log !n Ney La - IrZﬂT“B“\—




~ DEPARTMENT OF THE ARMY
M E S S A (J E STAFF COMMUNICATIONS DIVISION

NR : Cl129

6. Leica camera under front seat w:th exposed fllm
of mil objects safely returned to Emb.

»
e

Comment: A, Th:s incident was a staged trap.
Follow up action by Sovs may be: Press publicity with possi-
ble pictures, protest note and PNG declaration, or no action
at all. |ncl|ned expect latter,

B. ARMA plans, subj to approval by ACSI,
send ¥tr to Sovs prctesting lllegai detention, violation
diplomatic immunity and demanding retirn of conf.scated
camera. Recormend no rpt ne publﬁﬂﬁty.

14

Fld cocrd: AMR Kechler
SCP-3
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" SOURCE -

wu;n :’ Soviet Employees in ¢ tlu A-orican .
L e House, m(a}

‘- e ot et

- Prior to December 1961

Wasaington, D.C,, August 1962 , FROM'

F-6

 PREPARED BY
DS-2137 , R-SERIES NO.

x ,(f
T D Fox, D Vincent

R-325-62

 SUMMARY

(UNCLA&SIFIED) 'I'he follosung mformatxon was ob ained from DS-2137.

~

SPECIAL HANDLING REQUIRED
NOT RELEASABLE TO FOREIGN
NATIONALS Except NONE, By
Authority of OACofS for

Intel, Date: {~
e Signed e
s 7,h/ DOROTHE K. MATLACK

DOWNGRADED AT 12 YEAR INTERVALS
NOT AUTOMATICALLY DECLASSIFIED
DOD DIR 5200.10

(UNCLASSIFIED)

DISTRIBUTION BY ORIGINATOR: None
,é‘f Source was shown pictures of the following Soviet employees at the ‘
% Anencan flouse in Moscow; but he was uzable to physically identify any of the
individuals as KGB agents or informants, However, based on the giographics g
supplied concerning the individuals, Source was convinced that eaca was a KGB .
— eaployea; . , . &
Mariya ERMAROVA (laundress) :
E Tapara BOGARYREVA - (first floor maid) - ‘
Svetana IVANOVA (waitress)' .
__Elena SJIRNINA (second floor maid)
Lyubov TISHKINA (laundress) ’ LT ]
A
Eleonora UMANETZ (waitress) ‘
Zinaida KHROKOVA (barmaid) -t
 COMMENTS: (of Preparing Officer)
» - | 24
The circumstances prescribed hy the US agency controlling Sonroo. under

_whica the debriefing was accomplished, precluded exhaustive questioning of him, In

8ddxtxon Source’s attitude during the 1nterne-s limited chnricn.iou of

— cx- 454-62
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" discrepancies furnished by nim during various interviews,
- noted with information furnished from other sources.

:;vghief,'Exploitation Branch

ollection Division, OACSI
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CSGID-SHI 918.1 - 1ot Ind mam DIVISION, @,&”W
‘SUB.BC'!: Suspected espionage activity = . , - 7
| mao:mammtcwum,m Wotunhuv,ﬁmm '
_ _' , 29 mﬁm e e ' \( R »M%

TO: Army Attache, Mmericen Embasey, Mosoow, USSR

1, Wth the assistance of the Office, (iisf of Ordnence, the Assistant
Chief of Staff, G-2 has determined that only 13 tanks, N7, Nedium were built,
ﬁonoott&nnisbolimltohnolmtho&zitodsnmmdoﬂymhm
=—- tQ be in existence st tha present time, in the Ordnance Maseum a2t Aberdeen,
- Maryland. The othars were either scrapped, or used for enginsering cxporinonh
with the exception of one listed in the record se “expended) disposition of which
is unknown,

~==""" " 24 Ko record could be found of sny officisl release of informstion on the
Medium Tank M7 to the USSR, Rscords searched included those of the International
Division of Army Service Forces which controlled all ¥ar lepartment items furnished
to the USSR under lend lnsm and which are now in the custody of the Historical
Soct.ion, AGO,

3« Interviews af saveral field grede officers who were on duty at the 4
o Detroit Tank Arsensl in 1942-) produced the information that the N7, Medium i
' was declassified after its production was sbandonsd and that s Russian lisisom

officer who was present at Detrcdt Tank Arsenal might have had access to the

drswings, No officer interviewed was of the opinien that the Russian had been -
fumishodﬂrudatabntLthpmaiﬂoththcmmmmm&upmhmlmm‘
material sither legitimately or otherwise. All officers who examined the %ork Order

me,mmommmm,suwmtitmdﬂlum o
type to forms in use at the time snd appeared to be gemine, lolaboratorytuh,

or atlempts to identify the typewriter havc bLeen made as it asppears highly improb- -
able that it 1s of other than U.S, origin. One officer steted that a copyof s
m'sm&omrwﬂammlkhuwm.mndmhm@
mmmmmmm -

s e Chockoflwyamman' ,,,,, borm’ { »
&8 i e{:wsmwmmmmm-ﬁ?”&’mmtm
:é'* background® investigation in 1948 covered the period frem to.

f20 ‘and was_confined to interviews with persons whose nauss were furnished by

He has been in of or Navy sinoe age 20, lothiagd-roﬂ“n‘; :

/&\;w‘

SNEF

‘Is cont in the inte of either Servies,
-y~ Slassification Changed te1 __ - . ' . - —
EXOLODED FROM GENERAL
“lum Decreased/ DECLASSIFICATION SCHEDULE
@b NV 19°° —
. : , (a’aﬂ.) A. R. BOLLTN®
I 1 Inel FOR THE ASSISTANY CHIEF OF STAFF, 8-2
- Tale ‘B | 3 - A R. BOLLING -
: Mb : - Maor General, GsO
ED UNGLASSTRER i Doty o
%G%%aq ! % mAvxs - epub A G of s., 62
D) ; Sy
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FOR MECORD: Lend lease mnafﬂinllvchccbdforﬂ,wmfﬁuth
. negative resulis. Thess files are all that were retained from International ”
mvdmumwmmnwnaum WNles inclwide

8 Requi sitiem Contral Ou-dt‘ﬁa 14s% 1%ums snd quantities of each

f\u-nﬂ).M USSR, as well as cancelled and nntillod requirements (Poried 194145, both
inal ). ’

-

NI

be 'Protooolﬁ_lu' which cmtammmmhmdobymmmml
thereto through 1%45,

2, 0O=4, R&D, nogatd.vt.

7

~
>

& 3.  Ordnance: Mr. H, W, Evans, Ex 6432, who is tank research expert and was
familiar with and has files on ad 1 tank production in World ¥ar II, stated that his
files show that cily 28 M7s were built, these all in 1942, Builder was Internmational -
Harvester Co., Contract Xo, was 849, io indication that USSR received M7s nor is it
logical that they d have, Other records in office of Lt. (ol, J, B, Engler, Ord
Field “ervice Iiv, 5 the 28 M7s were ordered scrapped and six others were designated
for experimental purposes, JNo record of whather these insiructions were carried
out or what happened to the remainder. The records are very sketchy and no ons

- could state with assurance that the other tanks were sven built,

(R 2
4. Ordnance records ahow tank now carried as URCLASSIFIED and obsolete tut no

information as to whether this was the classification at the time of nfg.

5 Lt. Col, George V. Campbell, Ord, 71653 had old Ord salvage reeorch checked - -
to attempt to find what happned to th.ﬂtanh. These records, which sppeared to be
more accurate than the others in Ord Dcz (which are meve consolidstions - not orig

3 records) have been used as basis for.ieserds under pars 1 of lst ind, Col, Campbell
firmly believes his records are accurste and that no N7s went to the USSR, All were

~_1in the US on 20 Nov 45. Five ordered scrapped on 7 Juns 46. Declared obsolew.
18 Jan Lhye ’ ’

6. On 24 Feb 50 Lt. Cod, F. R, Young, 0-3,'hovorkvd on tank design and
production at Detroit Tank Arsenal during period when N7s were built, stated that the
form which was forwarded by the MA Mesoow sppears to be an authenuo, locally dnigno&

§ one, similar to those in ume 4t the time, He said it would normally be attached

w-wdmmﬂwmmmoe =

+——presend-in Detroit whc was given free run of the plant but who had, as a )

: representative of an adlly, considerable opportunity to se¢ unclassified msttier -
plus any other msterid in which USSR had sn interest under lend Lesse. L3, Qal. Youn§ -

was very familar with the production of the M7. He thought all had been serepped
but could not stste positively, » ‘

'mf

NO

3q4vo3y

EW

7. Cole. E. L. m',u,thomdmmdnvnﬂotrdt'rukw

¥7s were being designed snd produced, stated that the knew the Russimm Ln Officer
;- deslt with him as 1ittle as possible, The La Officer had s personslty which cansed
. mos% pesple to dislike him, B.pntmdodwmtmm&:ﬂm“qnnm

&
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pooploarmmlbmmm%hovuqnihﬁmaﬁ Bixumlmlytc'“ on
was "NO." The Russiam was not normally givem sccess to design material or to anye’
ahuiriod. Col, Cummings stated, however, in reply to a direct question o
by L. Col. Clarke, that this Ln Officer wight possibly have gotten the subject '
form at Detroit, Once the tank had been declassified and declared cbsolete there.
would not have been any particularkeason for keeping informstiofi on the M7 from him:

8, Mmerous persons intarviewed by Lt, Col. Clarks stated that the M7 was
something of a "lemon" and that whether the Russians got the plans legitimately -~ _
or otherwise, they did not get very much. No one was able to state with certaintly
that the USSR did not get these papers legally, No record appesars to sxist in
¥ashington which shows any Russian access to the subject form having been granted
by US persomnel, : '

"9, File check (G2 and ONI) revaaled the following concemingL—-
C ) -US Hmry,( )

a. Navy li.litcd background® investigation Aug 1948, resulted in RD finding.

b. Havzii invest, consisted of interviews with father of mbject neighbort

(- and| ) of Dutchtown Mo, and ; Chafee, Mo, iy
[ No interviews with nd.litary persomel were included, no interviews with snyone R
_¥ho has kum knomn subject since age of 20, He 1s now 39 (born’ 7 o>
( 7 P, No throw-off interviews, All of above were listed by subject, =
— , y
Co Ravy reoord of military service as follows:
S
Enlisted Army 30 Jan 1, discharged (hon) 24 Jem 34 .3
- Enlisted Navy 23 Apr 34, reenlisted : Apr 38, O
- Warrant, Navy, electrician, temporary Mar 44, reenlisted 1946,

" 10, Detroit' Tsnk Arsenal files: Neogative, -

11, K, C, Records Center, AGO ~ negative,

/&,Lﬂb/mxﬁaapcr"tﬁ Tmiu etc to pmc UB origin.

12, Following action wes pgaot takem: ’ ' Co /’__,M SR

b. Reinvestigation of L
© COORDINATION: Survey Section, Tntelligence My, 0-2, J :&ﬂm-”‘“" 5368
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WAR DIEPARTMENT--QFFICE OF CHIEF OF CRDNANCE

DRAFTSMAN'S WORK CRIXR AND TEXT OF REVIBION
Draving number:  B19SLSTN ]  Date: Nov. 12, 19k
SubJject: Mpdlium Tank, M7 L -
File number: s

E;fef of reason for change:
To comply with changes made in electrical ingtallation.,

Text of revision;

Line 2: -"7" changed to "k", "21" changed to "22%,

Line 3: "5" changed to "6".

Line 4: "9" changed to "12¢, ' R
Line 5: "3" changed to "2". "10" changed to "5", _
Line 6: "7" changed to "3", ' :

Line 8: "A213567",.-"A21356TE", "D40T32B", "Nut Lock”, "Br.",

"Com.”, "1" added. !
"16" changed to "25"; "20" changed to "29".

. Line 13:
i~ zLine 15: "6" changed to "4",
Line 16: "2" changed to "h~,
Line 17: "12" changed to "10",
Line 19: "h" changed to "2%, '
Line 20: "BBSXh", "EBSX:AB”, "DhOT32B", "Nut Safety 3/8 - 24 NF - 2",

"s", "Cca. "1l" removed.
Line 2k: mo¢ cha.nged to "1"., Columm 3: "(1)" removed.

¥ Line 25: "™A231139(1)" removed.
Revision date Nov., 11, 1942 added. _
90000000 092000000000 00000 000000000000 0000003000000 000000S ;; '
Approved: By order of Chief of Ordnance ss
— i3
Lasgt revision date 8-1-k2 Tr.; D.W.0.;-TPjC .. This portion of form
:; torn off.
Print of latest revision date in file: :: B
_ Drm. who comp, rev.: W. E. Gibson Print and O-%,,
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' UNITED STATES FORCES IN AUSTRIA
APO 777 U.S. Ay .
200r067 " e i st
<7 - b april 1987.
SRS o | ’ . - _
S3J8CTs Irregularities in Lateral Mail Goxnunication- with .
: Office of the U.8. Military Attache, Moscovw. °
0 .

¢ A.C. of 8., G-2, USFA
Attas Lte Col. Hoyne

~— i, Reference is made to Immediate Action letter AGAO-S

311.13, War Department, the Adjutant General's Off].ce, dated 18 March
1947, same Subject, classification SECRET.

o

2. Thers is transmitted herewith a diagram outlining the
various trmpissien routes used in dispatching officlel correspondence
from Budapest, Hungary; Bucharest, Rumania; and Sofia, Bulgaria to
Moscow, USSR. This diagram also illustrates the various places which

the meil would pass through en route to Moscow, thus outlining all
possible points where mishandling could occur.

-0
<D
[
. =
3. This Office intends to instigate a complete investiga- ‘Cé
tion, covering every point at which irregularities coulid peossibly -
occurs 3pecial Agent Harry J. Pfaltzgraff will conduct the investi- —
gations at Budapest, Hungary; Bucharest,. Rumania; and Sofla, Bulgaria. -
Special Agent Prank P. Dierickx will conduct the investigations at 2
Munich, Germany; Frankfuri,, Germeny; Berlin,, Germany; and Paris, France. -
[ :ﬁ
p——

h Agents will jointly conduct the investigations at Tulln Air Base,
.Austria and pertinent installations in Vienna, Austria.

‘ - BT
4, Present methods of handling mail, past methods of handling
mail, present and past personnel assigned to handle mail, persons

A I
responsible for the dispatching and receiving of meil, directives fol- -
lowed in handling mail, courier services, modes-of tranmmission of

mail, registry records,. receipt records, and all other matters por‘tihmt

to Subjoct will be thoroughly invntigatod.

S. At the conclusion of the investigation,, a complete re—
port ouplining the past and present methods used in the transmission of

mail,, diecrepancies: found,. and recommendations fer corrective measures
will be sulmdtted. -

"6e It is estimated that thil mve-‘kigation, togotbor with
final report, will be coqlotod om or about 30 Apr.ll 1947,

GARDED UNCLAS | FLOYD C. SNOWIRM
RECAROED U ASH Y

Lt. Ool, 5 4
BY CDR USAINSCOM FOVPO Chief, OIC.
Auth Para 1-603 DoD 5200.1R

1141 .

- -

JPoodydy

RN
L R
> "‘\‘



A. - Points whers mail originated in lnown cases of irregularities
in later maill commmications with the Office of the U.8., Military
Attache, Moscow, USSR, .

Bs = Points where previous investigations have disclosed irregu-
larities in lateral mail communications with the Office of the Military
Attache, Moscow, USSR. L

C. = Points of suspected irregularities in lateral mail commmica~-
tions withrtég,offxgo of the Military Attache,. Moscow, USSR.
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‘ !m IARY INTELU( u&c DIVISION G-2
~ NITTARY INTELLIGENCE SERVICE

INTRA - OFFICE MEMORANDUM

- FOR USE IN mip ONLY)
Regraded:  SECRET By Ay | ~ T ~
‘1 FiLE NO. Of ACS| Mem-&ss SUBJECT A C. OF '5» o‘! a/“"
.. : - UH{  Interview With Mr. J. P, Watson :
- ‘#- - a’ .
70 Oitef, Intelligence Ordwp - - FROM Burasian Braneh - DATE22 Oet 46 COMMENT NO. 1

.

.1, .On Thursdsy, 17 October 1946, Lt. Colonel Robert B. Coffin of this Branch f
interviewed a Mr, J, P, Watson of the Badger Enginesring Company. Mr., Watson had s
Just arrived from the Soviet Union where he had been employed in Orsk as a consult- <
} ing engineer in the construction of an oil refihery, Mr, Watson made two trips te
,‘.#ﬁ Moscow, one in June 1946 and the other in September 1946, just priér to his return 9

to the United States via Finland and Swedem. He was interviewed by the American q
Army Intelligence at the Moscow Fwbassy during both visits., Mr. Watson came to °
the Pentagon to- report on the method in which the interviers were conducted,

2, Mr, Watson was most nnfavorably inpressed with the caliber of the Intelli-
gence Officers in Moscow with whom he had contact, He felt "they are like children \]
when dealing with.the MVD.® Mr. Watson's first contact with American Army Intelli-
gence in Moscow was through Lt. Colonel Gary H, Schumann, Colonel Schumann intro- ° 3
] < duced him and turned him over to Colonel James C. Crockett, Several other American
* F* officers had dealings with or interviewsd Mr., Watson, However, Colonel Crockett
appeared to Mr. Watson to be the guiding influence. ’
3. Mr. Watson’s first unfavorable :ulpression came during hia first interview

in June 1946 when the interviewing officer said, "Ah, yes, we have alrsady inter-
viewed your Mr., Dooley and Mr, Hamilton and learned many valuable things from them,
. We hope you can tell us as much,” Mr. Watson remarked to the interviewing ofTficer,
2 "You shouldn't tell me what other Americans you have interviewed since all we

- American engineers are very close to our interpretefs, and in a moment of thought-
lessness or drunkenness might happen tf remark to our interpretar that so-and-se
1s supplying information to the American Intelligence.® Thir 2 atement.seemed to
. surprise the officer who apparently had no realisation that such a thing could _
. happen, nor did he realise, as Mr. Watson pointed out, that many of the American
. civilians r¢siding in the Soviet Union do not 1:lh ench other and in many cases
ares severe rinls.

e

i,

"} at his room at the Metropole Hotel frow the main dssk in the Hotel lobby. As
i Mr, Watson remarked, "If I were ever to be of further value to American Intolligenco 1

I could not be seen in the co-pany of Colonel Crockett, who is lncwn throughout
Moscow as the ﬁnd of American Intelligence.® MNr. Watson, in the company of

“ Colone] Crockett and seversl other officers drove from the Mstropole to an American
>~ @fficers' Clud which is guarded by Russian soldiers and served by Russian civilians. |~
After a few social plessantries, they adjourned to a corner of the dining roam where M-
the interrogation of Mr, Watson began. lr, Watson's first and natural reaction ]

NAME & TEL. Col. Park/3507/ate \&.

2
N
be Ir. lataon'o second surprise came lhen Colonol Crockett phoned Mr. Watson - h

TS E 6

/ v
Ty

Wt

Aith Dara 4 PAN M_A ;rana .=

E.

_f- was to wonder if there wers any hidden microphones concealed in the walls or furnish- | |

‘£ ings nearby, WThen hoinquihdabontthhuttorhomtoldhythc American officers Iy
thatthq&idmtmry;boutmhw

st BY COR USAINSCOM FOPO ™
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© 5, Thé next day; ¥r ‘*ntsan went to the rourtaa floor of the Bebassy to - .
deliver _some photographl ¢ had made in the Orsk area, As he was-in the act. 0.{'
passing the pietures to a:a fficer, another American officer with his Russian

chauffeur watked" ihto -the ?eon.‘ ’imditteh following this,” the Officer he was
talking to went across the hall to phone a photographer about-having the photograph:

~enlarged, In the midst of his piene conversation, he bellowed back across the

hall, "Oh, M, Watson, what size'do you think those pictures should be enlarged to?® |
Mr. latson s impression was that the officer's voice could have been heard blocks
away, thanks to the windows all being open in-the June heat, During the June visit
Mr, Watson made arrangements to have his films -developed by the Intelligence >
officers, ‘During the summer in the Orsk area he photographed many forbidden things
and finally had twenty rolls of film when he rsturned to Moscow in December. Upon
his arrival on 22 September he imm tely went to the Military Attache's effice-

and asked that the pictures be dmegt;td A1l memory of :the June arrangesents’
seemed to have fled the minds of the Intelligence: Officers and, although he tried-
vigorously t6 have the negatives developed, eventually Mr. Watson tock them to .
a Russian photographic Btore vhere they wm dovéloped withon‘b being censored. T
(Bow, he deesn't ime'lr ) . '

)
-

. . C ol ™

6 l!r. Watson hg final experienee with the lﬂli‘tary Attache s Office iu '
Moscow was in September 1946, jugt prior to his egartm'e for this country when
he was taken to the conference room where all noh-aihtary people were interviewed: -
This room is at the back of - the Embassy on the fourth floor and faces'the Russian
Institate across an open area about 150 'feet wide. -There is a large bay window -
at the end of the roem and the afternoon sun completely flooded the room with ugnt
Mr. Watson, as he sat down, remirked,  "Those Russians can see right-in here,® The
answer given by the interviewing officer was, "A Iot of people squirm when they -
first come into this room, “We have been meaning to get curtains for that windmr for
months, but we haven't gotten &round to it yet. . _ .

oy A Te. .sum’ np Mr,. Uatsen ] roactien to his treatment By thé heriean Iatdlig
Orficers in Moscow, he feels that as 2 group they:-are incempetent because they do
net pretect: their informers from reprisal by the Seviet Government. They do: not .........
seem to realize that ‘they destroy tha ‘value. of ‘apy Americdaa informant by mking
said informant subject to strict scrﬁtirv by the Secret Police. As a matter of ~
fact, M. ‘atsen taels’ that they are even j‘eopardizing the lives of Anericaa -
civilians B

- 8, It is believed that this matter may be‘of great intorest to the Seeurﬂ:y
Grotp of the’ Iattq;lizonco Divisiop, Mr, Wetson may be. contacted by writings - . .

RICHARD PARK, P
Colonel, GSC

T TG

Chs ~f, r~‘}asiax; Branch
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7 B‘TCDRUSAINSCOMFOUPO Aot - )
Auth Para 1-603 DoD 5200.1R . ._

t' L . ’,v ‘6/ _ Lot f;‘:v?
> ~ . 7 ,c ) , ’::_‘
DREKFT ¢ ( { i -
s SD——40702
TOP SECRET CONTROI .. =
1o ) . A ors.,s-z m L
F’?}‘ = : ST e ,'::‘»’"’:{,é
SUBJECT:. Cimtcctln; o.nﬂ Ixrtorviﬂin‘ Givilfu infomuh - S :’?“‘%’?
’ S - Cwd BTN E
’ TO ¢ Chief, Intolligenoo Déviwton 3%* ) S T
oM - S
1. Referenoe is made to awbehed=ics, Tab A, dated 22 October 1946, 3
: subject: Interviow with Mr. J. P, Watson. . 7 ;
o - C/aS-S'/')(; o‘ SE(RZT ;
2. Attached as Tab B is a letter addressed ‘bo all Military Attaches
7 utmost seoreoy and discretion be used 'n‘u*‘ interviewing
olvilian informan’cs. - .
2 et thiy WD 4/@? FAB B (oot —
L/& Reoome‘ndattoa. xl-'!r the dgtencil at signature tab, cexeriug letifer
4, Concurrenses:
Chief Attache Br /p/ .
Cnief Security Grpwﬂ/ ~ ,
? //6/ ’4/ 5 /4/
"2 Inols b T omas— i .
1. Tab A-IOM-Interview with Colonel, GS8C
xr. J. P, Wakspon 7 .
2. Tab B-—Mﬁttor to MA's ‘ .1
4
]
.t
2
E
- REGARDED UNCLASS!HE""’ /
S RN E Ty 2 W : :
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DRAVFT

)
ToP secRATGONGor
SUBJECT: Interviewing Civilian Informants in Forelgn Countrfesk €. 0F s, G-2, DA
' T0 & All Military lttiohoi »8’ MJ{*’“?“*I‘IOHO{{;CC?)IMfK 37{&%7

- AL

1. Security violations haverraoently oocurred during interviews with civilian

employees of American firms 1n foreign countries. These violations have been

brought to the attention of the War Uepartment b§ individuals who feel that many

o

of the bssic principles of intelligence security were violated during their inter-

!

views with lkilitary Attache nersonnel.
2. These interviews, in meny instances, have been conducted in public places

with very little gensidaration being given to cover and deceptiocn. In several

A I - -
Al AL

T
cases names of!civilians_interviewed have been casually mentioned to-edhewrs about

i
3

to be interviewed. This has caused considerable concern to American firms and
emplovees, who are generally willing to give freely very valuable information,
provided that they as a source of suéh information are protscted.

z 3. The safeguarding of sources of information is one of the basic principles
of intelligence and is vital to the success of the entire plan for the collection
of information. Immediate and co;tinuous”gétion is indioéﬁﬁ&rfo insure that all
civilian informants are afforded the utmost protection. If a oivilian informant
or an agent is compromised, such aotion will invariably reduce or eliminate his

—wm—gmwuse£u1nestrWand;in;additionﬁandanganﬁhin.peisgngl‘zzll:hgigg4;,Of equal importance,
any compromise of civilian sources through oareléssness may well jeopardize the

. confidence in which the Office of the Milftary Attache 1s held by all sources of
information. Civilian informants must be exploited, but in order to do thisaef-
feotively the maximum dégree of seourity oonsoiousness and discreti;n'is required -

of all attache personnel.
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The abore i

4. A"h.‘a is enpeoially truo in oonnootion with nployou of American business . ¢

= - :E‘ :»_'r A %?@:-.s_eg —_—;-1-', »,-.-:\Jﬂ;‘t ':‘:-?‘QZ FNGY 3{_ ’-‘«\ __}?_ \J *«;&. _§ 3‘%‘
firms who are, in varying ds;reca, risking their pq:itioa .'m fortj.;n countries I’y ;

supplying information to,\ge ar Doog-utmnt. The value and amount of information - ;-f

o ‘o

which the War Department can obtain from employees of American busi;mu firms will -

o

depend primarily upon the confidence which such firms and employees have in the Wa,? _
i pépartment's ability to protect their security as sources of information. In this -
connection i;, should be borrmein mind that there f;'equently exists a strong rivalry
between such firms and that finanoial loss as well as intense resentment may
resalt if infcnnigjon obtained from one firm is divulged to another.

5. The classified nature of effecting liaison with ci*filian informants must
bé kept uppermost in the minds of all attache persomnel, All Military Attaches
egﬁd take appropriate measures to acquaint their staff with the abovse, andrzz ”"’Mf

ase g 5 SNVIA 0 »
tepmcre liaison procedures,to conform with essential security requirements.

Fodhe W o led

cc W
( O 2as /.,L( £Zf-vk7 W‘ 4 L ’
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> B 4 : . \"“ . ‘ | | i'L | ) |
MILITARY INTELLIGL TC DIVISIEN, 62 [ (1 vassraanon -~ (>
7. (FAN ,
MILITARY INTELLIGENCE SERVICE . :
INTRA - OFFICE ME!VIORANDUM 3
~ (FOR USE IN MiD ONLY, )
A\
™ ok CALX- \
;F"‘E NO. 208 "_.'l S omqi ;::1:13‘ Interviewing Civi‘.]E'; _ ) %
TO Chief, Intelligen:e Group _ea h/Plans & Info. DATE 8 Np¥ COMMENT NO. 1 |W :
i : ' Control Br. NAME & TELLt Col Mears/5245/m1 TR -
1., Reference is made to Tab Tab A, IOM dated 22 October 1946, subject:_,Interv‘iew B %
With Mr. Jo P Watsone. * %
2. Attached as Tab B is a letter, classified Secret, addressed . to all ’illltary . '
Attaches ordering that utmost secrecy and discretion be used when interviewi ng civi- - |..
~_lian informants. W
f >
‘ 3s" This subject is now included in the Military Attache orientation ccurse and ~ [Q
will bé included in the Strategic Intelligence School. *
- Q
4. Recommendation: That Chief, Intelligence Group sign the stencil of Teb B N ’
at signature *%tab. - ‘

N 5. Cor‘curreqcesl- —r i %
o Chief, Attache Branch L} . g
o Chief, Security Group W

f? ,-‘A r ’\ ™ &j
i‘ ?1/ "‘\jy/ ‘QI\ V\
4 vy gLV W
1 2 Incls . P, H. LAS}%, JR. il )
1. Teb A, I0M "Interview with (gssonel, GSC
- S . Mr. J.P. Watson - Nﬂ(‘\ f, Plans & Information Contrel . N\ ..
i 2. Tab B, Stenciled ltr to MAs Q\m Brarch !
& W
gé\*@ - o’( .
“ﬁ@» é . /IJ , S
W s :
Ea U ’ . /( 1 .
T\ / w"i - A | A7 e
vy | 0/1” po’ o
NI NS 1 1 5
W ST v
/ ;S ” I‘/v':i ! r i
T R N
. a; (o R
oM G : REGARDED LASSIFIED
%ﬂ@w 149 WA 1997
® ; BYCDR USAINSCOM FOIPO | 5
) Auth Para 1-603 DoD 5200.1R [¢\
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United States Department of State
» mm ‘ Washington. D.C. 20520

Mpcey |17

ZOR L
Case Control No. 200200042

Mr. John Young
Cryptome.org

251 W. 89" St., Suite 6E
New York, NY 10024

Dear Mr. Young:

I refer to your letter to the United States Army
Intelligence and Security Command dated March 29, 2001,
regquesting smandatoryreview amch releage of a number of
documents under the Freedom of Information Act. The
ennclosed documents originated with the Department of State
and were therefore referred to us for appropriate action.

We have determined that all of these documents may be
released.

Sincerels
// .
& s

}\/ M z[,!' ﬁ ‘
Margé;et P.
Director

Office of IRM Programs and Services

Enclosures:
As stated.



oi' St‘nc RPS/ IPS, M’u garetig‘

v Icase () fxcise () Deﬂy( ¥
Dg?e A/ g[ R - Exemption .~

I want to dring t¢ your attention & &Qrict or
st emp

ts within the pagh few weeks to apprcanhwmemnnrt
6L the staff who reside at American House..

HE R T
practically certain tha® these attempts hté% seen made
by the same individual, &n view of the conbtents ct ' .e B¢
notes which have been passed, the availlable desa.rijp.icns -
of the individual,.and the fact that the attempts were’ o~
f1) made in the same ares of Moscow, near Americard Houso. g
All notes are signed ”1%&1:', the Russian diminutive ror
Hikolal. <

[ A4

e -
.‘4:,“ o

m’_\-,, x

v

&
_ " Memoranda were prd)trod by each’of'tho'rocipientn By
1= of the notes, and cople# are beling enclosed as of
I fupther assistance. Trsmslations of these notes were
, made by ir. Emory C. SWANK, Secord Secretary, in so

far as the poor nandwri¥ing can be deciphersd.

It 1is - . & -
suggeated that you may wish to have the no¥és anbjectéd . v _
to laboratory examinatieil, and the orlginals are being ~F
snclosed. In all instamoes, the staff membéra cOncernpd N
were instructed not to Rsep the appointmentsd requested, R
3

in view of the possibili®y of provocation 62 an ntteup%
at penetration.

No furgher action will’ bo(fiken hers
. unless we are “Instructe to ths contrary. .

Sint.roly,

Frank G. Siséoe,
Pirst Sac

L e
e Enclosures: ‘

. See 1ist on next

m’. hmg‘l x‘q‘ - s . o et e Al
. ‘!bzionnl éoouri vl
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aa
5& ‘Legation, a Boviet cisisen (I cen énriy
%~ | was s ciltizen since hl¥ spoke Hussian 1a
v« I would light his ¢ tte« - As I have.
B5E of times before on b sams thoroughfare, -3 M &
£2 € man's cigarette. While. lighting the cigeiett :
S~ person droppad a smaly folded plece of peper 1A the
£ % ¢ palm of my.nand. On $he piece of paper a nots was
~g3§<Q written in~” the Russitgylanguaga. Tranalttion of. tha L
;Jﬁfg\note is as follows: . N S TR B
_§:§9 ne 3/ ;' Z .‘,,435,
A2 EN . wIT 18 mcsssmrgu MEET TODAY AT 140¢ oF
"?:ﬁﬁ . AT THE ¥ETRQ STHF1LOM DIWW?H’E
g & OFFICE. IN YOURE'R
JEEVINGE A S g A
o

B0

WORDS 'MAY I

i I kept 'alking ’
_Af%er arriving at the?
4f I ocould tell what
_"fiiﬁdt I cannot read

% I returned tg
%he Danish Legat
LClark of the Air




L "'mcnn’rxou o

\x\

WRIGHT :
AGE:

EEIGHT:

HAIR:
B DRESS: dark pcnta, very g
EUILDr ., stocky, slightly £ g ’
| SRR
o B ' 3
Depr of Stare, R RPE/1PS, Margaret I Grafeld, D .
o {VrRelease { ) Bxcise (,) Deny ( )Declqssva
e Dae_ NS/ @GR, Hxempton ... - .

.




D eD of State, RPSTIPS, Margaret B Grafeld, Dix.
Release { ) Excise () Deny )Dcchssnfy

133&454 02 Fxemption — P -

4T

QOPY

- COEFIDRUTIAL -

TRANSIATTON CF 'UTE RECETVRD BY WILLIAM REYH
AJZUST m 2, 1953r T80 R oM ¥

Gentlemeniii
I<haiewikﬁéed ov

a letter addressed t

whatsocever from youe

one for arranging mattara. If’you ciﬁno .
my position is critic‘l. You will undor?’t}
have a mission from Berlin. Ky daily'fp;;i
may attract Russian observation. 'TharefJ
request téé;y at 2200 cr tomorrow at
unintelligible) a gantleman ror a ant

the taxi stand oppositc the main qntf;n,

ment (Note: Street a"ihich American H

in the two rooms on
gible). I shall be
frosodile ¥ 33.4 -
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? of State, RPS/IPS, Margaret D. Grafeld, Dic.

Release () Excise () Deny { ) Declassify
Date_ \/\§ /O3~ _Exemption ____

=

z
<

= Y ’anra‘ﬁovwd to‘l@ﬁter 5E
COoOPY T of August 31, X663 from o 4%%
) . . AmEmbausy, &sccm }

. Hoa
On Saturday, 8 August 1955, about 8 30 1n tha 6ve £4
I left the Arnierican House to go to the Gorky E‘rkm\(
I started up the steps on the side of the Crimdan
Bridge, I saw a man stamiling next to the wall of the
ateps.

A3 I passed him, he aporoached me and sald
"letter, please, letter, please”. With this, he

"\ "K(‘
slipped tre attached note into my hands and turned and %
left. 1% was darx at this locatlon and I was unable » )]
to get any view cof him that could help to identify . i
him. Xe left immed*atoly. I returned to the American i
House and nids: the note and

then proceeded to GGrkY’Eark.
I turned”the note in to Cdr. PALM upon reportins for .
work Monaay 8eMe

\5‘ .’»

4




=

Lut urgmtlr oontaot yo'&( :epreaenhativo todq -
cz 1400—0r 1900 ar 2200,

h‘11 be at Dynamo statien
near ”rootbc.lll '11110" N 22, ahll take with me the
m‘gf'*99‘¢?°¢pdilc N 33.

‘ 1t mt today, then daily at
this time. ..

X .A!‘

Ll

Kﬁiya .

LS

Dept, of State, RPS/IPS, Margaret . Grafeld, Dix.

(Y Release ( ) Excise () Deny ( ) Declassify
- Date >4 "/ D% __ Exemption

L P

CONFIDZNTIAL




I3

came down to the Ameriesn House, read the: note agd told |
me to write down what had happened.
contents was given to Mr. Henry.

Date

Dj’pf.of State, RPS/IPS, Margaret B Grafeld, Dtt?» /'/ C, E.-
B Relesse §> ) Excise () Deny ( )Dcdassx&

On Sunday 9 Augut, 1953 at about 2045 vh;i’l% '
ing from Gorky Park by myself between tke subwsy, ;tﬁgio
and the American hLouse

et

on the side street uat oi‘f 2
Main Drive adjacent to the American Housde;

by a man between 40 and 45 years old, mojbly bale,
forehead, ruddy compleoted, stocky built, abotit ¥re
tall, wearing a blue soiled sult with = bl'nded.‘fndg
mpately red sport shirte

In Russian he éékéﬁ mﬂ*f&”
light for his cigarette and during the p

658 of ?4vzn@ o gi
him a light I cupped sy hands protectins t flﬂ@ﬁ from T %
the wind and in so doing he dropped a note. oy EHQv L éfEE
By the time I had unfolded the paper a&nd realiged-yhat ' ‘= - £
had happegéd he” had very hurriedly disappeared up the :
street.

I

came straight back to the American House, con-
tacted Ralph Clark (Art Clark), who reads Russian, and

he in turn called ilre Henry, the First Secretary, who

The got.<

\g /D Exemption




»;‘ o

or to Mr. Bohlen.

D\?;: of State, RPS/IPS, Macg,

elease ( ) Excise () Peny ( ) " ‘_‘
_ Date \5&95’ +___ FExempuon .2

PRANSLATION OF NOTE
e . AwmmT O,

{

or 2100 - wait at the €axi stand opposite the

central entrance to thif Gorkl Park of Cultm’i- |
. .

In my hands the magaznh Crocodile N 33. It

I request you tqgnnd over thly nota
faile. If you do not, feshal

(
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‘ 'Ue 1. of St,mf,‘( 75/1PS, Mfugaretl’ Grafeld, Dix
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. STATEMENT OF ‘NILLIA! l!. REI‘NOLDS
TO: Mr. O!'Shaugtmessy
FROM:

W. Reynolds
SUBJECT Incident

on Au-ust 20, 1953 at 7:20 p. n., &

way sthipo
& Rusgsian citizen near Krimsii Most and éaked for &’
light for his cicarette. As 1

1it his cig!retta,‘hs“ - )
droppec & note into my cupped handse.

: e e
14

»

RPPRRIRTRY, R 1

As 1 was on my way to the Embassy, I continuesd
the Jjourney by:bus. When I arrived at Miss lee's

apartment;“1 called Mre Henry and made an sppointment
for 9:00 in his offlce.

I
<z

I showed 1. Henry»tho note, which was writte iﬁﬁ{,

AR LT, LY PRI

‘At the present time I do not htvg ;~~; tof, ~".,: _»jm;,,,,,
translation of the note, but from the Inlel;: i .
the man wanted me to meet him-in froat o

at 10:00 that evening &r 10:00 the tonow'
to discuss something‘ibout Berline

The following is-& brief ducription o.r thc m
a8 I observed him vhﬁt Iighting his cigarettes

Approximately S5' 7" I® height; 160 pounds in
brown eyes; brown ha hnvcd' ~clothes_
RAVOrags a8 e was we

strifed; on his head ,ﬁ ‘ R "
— 7 sandal type (brown). &g . - & : '

g r s
e
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United States Department of State

Washington. D.C. 20520

N ALY |2

0 17
W5

Case Control No. 200200531

~ ot L
Mr. John Young \\\Ui\h‘xj mg;.\“ﬂ
CRYPTOME I 4! WS [ \ Lo VY
251 West 89" Street
Suite 6E

New York, NY 10024
Dear Mr. Young:

I refer to your letter dated March 29, 2001 to the U.S. Army
and Intelligence Command, requesting the release of certain
material under the Freedom of Information Act (Title 5 USC
Section 552). Five of the relevant documents retrieved in
response to your request originated with the Department of
State and were therefore referred to us for appropriate
action. We received this referral on February 14, 2002.

We have determined that all five documents may be released.

Sincerely,

4 ;,-“ & I
N S
/%~ Margaret P. Grafeld /
- Directoxr

Office of IRM Programsg and Services

Enclosures:
As stated.
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L;MITED OFFICIAL USE

; ' IZVESTIA S BLAST AGAINST CIA NOV 16 APPEARS BE CLEAR ,’“f
g"PREPARATION" OF SOVIET PUBLIC FOR POSSIBLE LATER REVELATION
- OF "PENKOVSKY PAPERS™, - ARTICLE BY TROITSKIY SETS LINE THAT.
‘CIA HAS REPEATEDLY GIVEN OUT .FALSE INFORMATION AND BEEN CAUGHT
\IN ACTS OF DUPLICITY, CITING. AS EXAMPLES MISINFORMATION ON - .

_OVERFLIGHT .OF FRENCH ATOMIC PLANT, ETC. IT ALSO POINIS OUT
'THAT "NEW SPY SCARE HAS RECENTLY BEEN RAISED IN U.S. AND -
'BRITAIN". . EXPOSE OF1.UK PARLIAMENTARIAN ANTHONY COURTNEY IS

T e w17
e LT T

fPAGE TWO RUEHCR 18FD LIMITED OFFICIAL USE - v
- DESCRIBED AS TYPICAL CASE WHERE SOVIET "SECRET POLICE™ IS'
. ERRONEOUSLY BLAMED FOR OTHERS SINS., ARTICLE ENDS ON NOTE
. THAT CIA .AND BRITISH COUNTERPARTS: ARE HIGHLY DISCREDITED

‘ORGANIZATIONS WHOSE EFFORTS ARE DOOMED T0 FAILURE. b

} EXTRENELY AGID TASS TICKER NOV 16 COMMENTARY BY MAYEVSK
.‘ON PENKOVSKY'PAPERS, WHICH NOT REPORTED SOVIET PRESS,

APERS "STINKY CONCOCTIONS™," "B LDERDASH,' AND "CLUMsY" - -
ORGERIES BY CIA.', HE POINTS OUT ALLEGED ERRORS' AND. MISTAKE
F PAPERS . AS PROOF OF THEIRfFABRICATION FOR PURPOSES OF ~

DECONTRO
GUTHRIEL

-
[ _ 7
Py e ey
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SUSJECT:

- _Publication of the Penkovsky DPapers

n AT
REGEIVED WITHOUT GROUP CODEEE E‘fzggg.

Ambassador Anatoliy F Dobrynm, USSR

PARTICIPANTS:

- Llewellyn E. Thompson, Ambassador-at-Large
-; Department of State
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White House

Embassy Moscow
Embassy London
Embassy Paris

CIA

R - The Am bassador cailed at his own reques\, and made the follow-
iR ' ing oral statement:

"Moscow has noted the publication in a number of .
American newspapers of the so-called "Penkovsky

|~ . Papers" and a report that these "Papers" are going

| |

~ to be published soon in the USA and in England in
the form of a book, Familiarization with the con-
tents of these "Papers" leaves no doubt that they are
a crude forgery concocted in the spirit of the worst

_ time of the "cold war." There is attributed to Pen-
kovsky a whole collection of stereotyped, slanderous
fabrications about the Sov1et Union, 1ts pollcy and
Soviet leaders.: T .

4y shown

(pot)(’cbruined)

The gy
el TR

¢
}
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e e e ’
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"The authors of this forgery do not even stop before
~ such’a monstrous lie as attributing to Soviet leaders
" the idea of preventive war which has actually been .

‘propagated, as is known, by certam circles in the

GPO 8835871V

West, g »
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. “'they had any objection to publication and that they had replied that
- they had considered the matter solely from the security point of
~view and from this point of view,' 'had* no objection to publicai:i’on. .

ACTlON STATE DEPT (ARMY ACSI)

DA IN 163590 ‘5"&”’—(“'1112

CONFIDENTIAL

CONFIDENTIAL

-2

"At the same tme when one becomes acquainted

with the contents of the "Penkovsky Papers" it

becomes completely clear that they are not simply

the product of the imagination of some irresponsible
journalist. American and English intelligence ser- = _°
vices whose agemPenkovsky was, as proved inthe = _
_course of the trial against him in May 1963, lent '
their efforts to the fabrication of this forgery and
'to this entire provocatmnal scheme,

"In this connection the public:ation in the USA of the
above-mentioned forgery and intention to publish it
as a book cannot be viewed by us other than pre-
rneditated action which is in direct contradiction of
repeated proaouncements by representatives of the
Government of the USA about striving for improve-
ments in Soviet-American relations. The responsi-
bility for the negative consequences of this action
ior Soviet-American relations, the state of which

at present, even without this, leaves much to be de-
sired, will rest on the American side, "

I said I would make no official comment until there had been an
opporiunity to examine his statement. I said, however, I could
tell hirn on a personal basis and off the record, that when the

‘publication of this series was announced, I mqmred of our -

peoole and was told that we had nothing to do with the publicailon
of this series. I said I understood that the CIA was asked whether

- ”he Ambassador then asked if he could expect an offlcml reply,
aud I sald I presumed that he coul¢

i]
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“fg ,THAT 'PAPERS ARE CRUDE. rcomcocr:on" OF . "PETTY FORGERIES™ BY:.
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‘ACTIVITIES DURING-TRIAL’;, AND .NOW GONE BACK: ON:- HISx OATH""
{NOT TO-TAKE PART- IN ANY MORE "DIRTY MATTERS". i ALSO . NOTES
. " *iWYNNE HAD BEEN HANDED OVER ‘T0 BRITISH AUTHORITIES " UNDE
o ‘fCERTAIN CIRCUMSTANCES"‘~ o L
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. NSC i. PENKOVSKY PAPERS NOW ATTACKED IN LOCAL- PRESS AND GIVEN AS REASON

\'CIA ALSO RECEIVING INDICATIONS HIGH LEVEL ATTENTION BEING. GIVEN
_NSA_ uhXT SOVIET MOVES. WINSTON (HCGRAW-HILL) WAS TOLD BY SOVIET'

;.RSR BUT OF MORE MINOR NATURE. WINSTON PLANS REPORT ABOVE NEXT -

. CONFIDENTIAL NOVEMBER Zl
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INR'FOR RESTRICTIONS ON MILATTACHES (REFTEL). CORRESPONDENTS ARE .

DOD IZWSMAN MATTER BEING DISCUSSED .IN CENTRAL COMMITTEE -AND SOM E
Ih CC ADVOCATING RETALIATION AGAINST US GOVT., INFORMATIONAL.

" ‘,l x.

CJAMMING VOA. WINSTON STATES SOURCE PREVIOUSLY PASSED INFORMATION

WnEKS BUSINESS. WEEK.'

o ’2. ROSENFELD REPORTS THAT SOVIET ACQUANTANCE WITH "PRETTY :
GOOD CONNECTIONS™ TELLS HIM POSSIBILITY ROSENFELD EXPULSION
v’STILL UNDER ACTIVE CONSIDERATION, .SOURCE SAID FONOFF PRESS
!SECTION OBTAINED CC APPROVAL FOR THREAT AGAINST ROSENFELD,
,ASSURING CC THIS WOULD ACHIEVE RESULTS. NOW .THAT WASHPOST
DEF;ED PRESSURE CC CALLING FOR ACTION, SOME UNIDENTIFIED PERSONS
*ItY FONOFF REPORTEDLY OPPOSING FURTHER ACTION ON GROUND UNFORESEEABLE
‘CONSEQUENCES AND PAPERS ALREADY DONE THEIR DAMAGE. ROSENFELD . .
CPING IN TOUCH WITH SOURCE. (DEPT PRESUMABLY AWARE POST. EDITOR'
«UIGGIN SAW DOBRYNIN AND EMPHASIZED SERIOUS VIEW POST WOULD -
iTAhL TOWARD UNJUSTIFIED ACTION AGAINST ROSENFELD. LATTER. REPORTS
WLGGIN MAY BE PREPARED RELINQUISH BUREAU 1F. HE CONCLUDES CAN .
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